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Cancel me not - for what then shall remain?
Abscissas some mantissas, modules, modes,
A root or two, a torus and a node:

The inverse of my verse, a null domain.

Ellipse of bliss, converge, O lips divine!
The product of our scalars is defined!
Cyberiad draws nigh, and the skew mind

Cuts capers like a happy haversine.

I see the eigenvalue in thine eye,
I hear the tender tensor in thy sigh.
Bernoulli would have been content to die,

Had he but known such a®cos 2¢

From “Love and Tensor Algebra,” Stanislaw Lem
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GLOSSARY

The part of a vector schedule that describes which instruc-
tions (gates) are packed together

A circuit in which the wires hold integers and the gates
represent integer addition/multiplication

A multi-input lookup table in which the inputs are inter-
preted as an index into the table via a linear combination
A circuit in which the wires hold bits and the gates rep-
resent Boolean gates

An operation in Fully Homomorphic Encryption schemes
that “refreshes” a ciphertext, allowing computation over
that ciphertext to continue

The order in which program statements are executed
Describing an object that “contains” a (plaintext) value,
but is indistinguishable from a random value without the
secret key

The ability of certain (RLWE-based) FHE schemes to pack
multiple plaintexts into a single ciphertext, and perform
computations element-wise

A directed acyclic graph in which vertices are gates, or sim-
ple functions being evaluated, and edges are wires dataflow
dependences between the gates.

A set of algorithms for encrypting plaintexts and decrypt-
ing ciphertexts

The instructions in a vector program that move data be-
tween lanes to align them for future vector operations

A program with branching control-flow, and a unique

control-flow path to each basic block
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Multiplexing
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Vector Lane
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Vectorization

Any cryptosystem that additionally provides the capabil-
ity to evaluate arbitrary finite circuits directly over cipher-
texts

The part of a vector schedule that describes the vector
lane on which each instruction (gate) produces its result
A unary function with domain a finite totally ordered set
such as Z/p called the set of rows

Any cryptographic protocol that allows mutually distrust-
ful parties to collaboratively compute a known function
over their private inputs

A technique for linearizing branching control flow by eval-
uating both branches and then selecting a single result

A data structure that annotates control flow paths
through a program with path-dependent information
Describing a value that has yet to be encrypted, and does
not require a secret key to interpret

The ability of CGGI to evaluate arbitrary (unary, nega-
cyclic) functions while bootstrapping

A vector schedule for a quotient of a circuit

(of a graph) A graph related to the original by contracting
the edges of a connected subgraph

A slot in a vector that can hold a single unit of data

For a circuit, a choice of which gates get executed simulta-
neously, and an assignment of a vector lane on which the
output of each gate is produced

A compiler pass that transfoms a program expressed over
individual data elements into one expressed over packed

vectors of data

16



ABSTRACT

In a world increasingly concerned with data privacy, the availability of privacy-preserving
computation is more important than ever. Unfortunately, the widespread adoption of pow-
erful cryptographic techniques such as Multiparty Computation (MPC) and Fully Homo-
morphic Encryption (FHE) is limited by the great deal of expertise they require, and their
lack of easy programmability. Alleviating this burden of expertise is the subject of much
research from both the programming languages and cryptography communities, and is the
goal of this dissertation. To this end, we introduce the philosophy of Compiler Cryptosystem
Co-Design, which posits that in order to achieve this goal, we need to build compilers that
understand the target cryptosystem, and simultaneously develop cryptosystem abstractions
tailored to the compiler rather than the programmer.

We justify the above claim by presenting four increasingly ambitious examples of applying
Compiler Cryptosystem Co-Design to problems in the domain of Fully Homomorphic En-
cryption computations: Coyote, COPSE, COIL, and COATL. In Coyote, we build a compiler
with enough context to understand the subtleties of FHE vectorization, and demonstrate how
this allows it to outperform traditional vectorization techniques. With COPSE we explore
the other side of this philosophy via a highly vectorizable cryptographic abstraction that
encodes the branching structure of (encrypted) decision trees; We show how to use this ab-
straction to accelerate an otherwise difficult-to-parallelize problem like secure decision forest
inference. In COIL we push the idea of “co-design” to its natural conclusion by combining
the insights from the previous two examples in a language for expressing secure computations
that contain nontrivial control flow. Finally, with COATL we go a step further, changing the
underlying programming model of the cryptosystem while developing compilation techniques
to perform optimizations that were previously inexpressible.

We conclude by observing that although this dissertation represents an important step
towards making privacy preserving computation universally accessible, the ideas contained
therein barely scratch the surface of what is possible with compiler cryptosystem co-design;

we present two interesting future directions to explore.
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1. INTRODUCTION

Whether it is to protect intellectual property, as in the case of secure machine learning, or to
comply with governmental data privacy regulations like HIPAA or GDPR, or simply to de-
fend against unwanted data breaches, we often need to write privacy-preserving applications
that can perform computations without learning anything about their inputs.

A popular approach to writing privacy-preserving software is Multiparty Computation
(MPC), a class of cryptographic protocols that allow mutually distrusting parties to jointly
compute functions over private inputs without sharing those inputs with each other. While
MPC protocols are, in theory, powerful enough to evaluate any (bounded, terminating)

function, actually writing practical programs that use MPC has a few drawbacks:

o The high cryptographic overhead of MPC sometimes makes nontrivial programs pro-

hibitively expensive to evaluate

e The MPC programming model can be highly counterintuitive, making it very difficult

for non-experts to write efficient MPC programs

Modern MPC Compiler-cryptosystem
cryptosystems codesign!

Crypto

[
Compilers Modern compilation

techniques

Figure 1.1. Compiler Cryptosystem Co-Design can bridge the gap between
sophisticated but crypto-agnostic compiler analyses, and modern cryptosys-
tems with rich capabilities.

18



MPC-Aware Compilers

Compilers naturally suggest themselves as a solution to both these problems: By treating
the low-level MPC primitives as a fixed instruction set to target, we can allow programmers
to express their computations in a high level language, and automatically lower them down
to our “MPC instruction set”. Of course, this is by no means a novel insight; the literature is
littered with examples of MPC languages and compilers that mechanically translate insecure
operations into their secure MPC equivalents, but do very little optimization on top of this
[1-10]. This is essentially how traditional compilers worked in the 1980s—translating high-
level languages into assembly one line at a time—but compilation techniques have come a
long way since then, and optimizations like smart instruction selection and vectorization
are practically standard in any modern production-quality compiler (as illustrated on the
horizontal axis of Figure 1.1).

Unfortunately, applying techniques like these to the MPC space can be highly nontrivial.
Consider, for example, Superword-Level Parallelism (SLP), a technique for automatically
vectorizing programs even in the absence of structures like for-loops [11-13]. Vectorizing
compilers that use SLP typically target vector instruction sets in CPUs, and SLP therefore
bakes in certain assumptions about the cost model of these instructions. A naive attempt at
applying SLP-style vectorization to MPC programs fails for essentially this reason: While
some MPC schemes do support a limited form of vectorization called ciphertext packing,
their programming model is vastly different from that of CPU vector architectures. In
particular, the lack of easy vector shuffle/select instructions means that SLP-vectorized code
can easily perform worse than its scalar counterpart—a phenomenon discussed in more
detail in Chapter 3, in which we develop techniques to adapt SLP-style vectorization to
the MPC domain. The takeaway is that just as a good compiler engineer needs to have a
deep understanding of the target architecture, writing a good MPC' compiler requires a deep

understanding of the semantics and cost model of the target MPC scheme!
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Compiler-Aware MPC

The story so far is reasonably satisfying: We can build compilers with a “baked in” un-
derstanding of MPC-specific optimizations, turn these loose on our privacy-preserving pro-
grams, and go home with the satisfaction of having tried our best. But just as compilation
techniques have gotten more sophisticated in the past decades, cryptographers have simulta-
neously built multiparty cryptosystems with increasingly complex capabilities—capabilities
that are incredibly difficult to directly reason about and take advantage of, as depicted along
the vertical axis of Figure 1.1. To get around this, modern cryptosystems often provide sim-
pler abstractions for programmers to use instead of directly interacting with the underlying
protocols. A classic example is programmable bootstrapping (PBS): an operation that some
MPC schemes support that allows directly evaluating a certain class of functions on en-
crypted values. Manually mapping computations down to these functions turns out to be
quite challenging, so most implementations of PBS cryptosystems also provide a pre-built
library of operations (usually a handful of Boolean gates) for programmers to use, thus trad-
ing off flexibility for programmability. However, as we discuss in more detail in Chapter 6,
this greatly undersells the cryptosystem’s capabilities. Indeed, by designing abstractions
for the compiler instead of the programmer, we can avoid giving up this flexibility and still

generate better code.

Compiler Cryptosystem Co-Design

Generalizing the insight from above, we arrive at the central premise of this dissertation:
It is not enough to simply think of the cryptosystem as a fixed instruction set to target, nor
is it enough to treat the compiler as a naive translator from high-level programs to MPC
operations. Instead, we need to build MPC-aware optimizing compilers while simultaneously
tweaking the protocol to provide better abstractions for our MPC compilers, a philosophy
we refer to as compiler cryptosystem co-design, and which fills in the upper-right corner of
Figure 1.1. In this dissertation we explore what compiler cryptosystem co-design looks like

for a particular class of MPC protocols known as Fully Homomorphic Encryption, or FHE.

20



We start by describing existing languages and compilers for MPC, and then present a number
of novel works that use the philosophy of compiler cryptosystem co-design to improve on the

current state-of-the-art.

1.1 Languages & Compilers for MPC

To understand and appreciate the novelty of our contributions in compiler cryptosystem
co-design, it is essential to first survey the broader landscape of languages and compilers
for MPC. Much of the early work in this space (e.g. Wysteria/Wys* [2, 3], HACCLE [14],
Viaduct [15]) focuses not on performance, but on how to express programs in MPC' in the
first place. These works develop techniques to “extract” secure subcomputations based on
information flow requirements, reason about complicated protocol-specific capabilities to
select the correct MPC backend for each subcomputation, and verify both the correctness
and security of the final generated code (e.g. by reasoning about the composability of
the different protocols used). Such techniques serve to alleviate much of the burden of
true “multiparty” programming, in which “mixed-mode computations” (ones that switched
between secure and insecure phases, and between different MPC protocols) are not only
possible, but unavoidable.

The early FHE space looks vastly different. Practically all FHE schemes consist of only
two parties: A “client” encrypts their data with a private key and sends the ciphertexts to
an “evaluator,” who uses a public “evaluation” key to perfom homomorphic computations.
Multiparty schemes do exist, but largely work via a “key exchange” protocol in which multiple
clients collaborate to agree on a single evaluation key, before sending it to the evaluator
along with their ciphertexts and proceeding as normal. Thus, reasoning about complicated
information flow requirements is largely not required. Together with the fact that “scheme-
switching” in the style of CHIMERA [16] and PEGASUS [17] was still several years away
at this point, this means that the early developments in MPC languages didn’t necessarily
translate into better languages for FHE.

Instead, FHE compiler developers begin to focus on an orthogonal set of problems; ones

that affect not correctness, but performance. A major challenge with optimizing FHE pro-
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grams is how opaque the cost models are: Forgetting to relinearize a ciphertext may not
affect the result of a computation, but it can cause the program to slow to even more of
a crawl than before. As a result, we begin to see compilers that focus on good automatic
translation, allowing programmers to write the logic of their application without worrying
about such low-level details. Seminal works in this space include CHET [18], which automat-
ically selects appropriate ciphertext layouts for tensor programs; EVA [10], which reasons
about complicated cost models to insert important ciphertext maintenance operations like
bootstrapping, rescaling, and relinearization; and Ramparts [1] and ALCHEMY [9], which
supply programmers with efficient implementations of higher-level homomorphic kernels, and
handle tedious tasks such as parameter selection. Crucially, although these techniques do sig-
nificantly improve performance, they perform very few other optimizations, and essentially
preserve the original structure of the program.

Recent years mark the emergence of compilers that finally cross this barrier to perform
nontrivial optimizations on their source programs. These compilers can be classified into two
camps: those that perform optimizations automatically, and those that require some pro-
grammer effort. In the first camp are works like the TFHE Transpiler [19] and its successor,
the HEIR framework [20], which use hardware synthesis tools like XLS [21] and Yosys [22]
to generate efficient FHE circuits and leverage the power of MLIR [23] to perform a number
of standard optimizations; Fhelipe [24], which determines good data layouts for a program
written in a Numpy-style DSL; and Concrete [25], which performs a number of rewrites on
the computation graph extracted from a python program before generating code. In the
other camp are works like Porcupine [26], which vectorizes FHE computations but requires
the programmer to provide a sketch to constrain rotation patterns; and a number of DSLs
like HECO [20] and Airduct [27] that require the progammer to express their computations

in a restrictive array language to assist in vectorization.

1.2 Contributions

The ideas in this dissertation are organized into four chapters, each of which uses compiler

cryptosystem co-design to tackle a different problem in the world of secure computation:
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o We start by addressing the problem of FHE-aware vectorization in Chapter 3. Certain
FHE schemes support a technique allows computations to be expressed over packed
ciphertext vectors (Section 2.3.1) rather than individual ciphertexts. However, the
unique semantics and cost models of these schemes mean can render traditional (SLP-
based) approaches to vectorizing ineffective, often causing them to degrade performance
rather than improving it. We present Coyote, the first compiler that FHE-specific cost
models and heuristics to vectorize FHE programs. We show that Coyote consistently
outperforms traditional SLP-style techniques, and even often discovers schedules that

match the best expert-written implementations for some kernels.

o While Coyote considers arbitrary straight-line programs, in Chapter 4 we shift our
attention to the special case of vectorizing secure control flow in the form of decision
forests (Section 2.2). We present COPSE, an abstraction that sits on top of existing
FHE cryptosystems and encodes the control flow of a decision forest as a series of highly
vectorizable matrix operations. We demonstrate that using the COPSE abstraction to

vectorize decision forests can accelerate inference by up to an order of magnitude.

o Chapters 3 and 4 consider vectorizing straight-line code and control flow separately,
but real programs often contain both. In Chapter 5 we investigate how to combine
these ideas in COIL, a language for expressing secure computations that contain both
straight-line code and ciphertext-dependent branches. Along the way, we develop the
idea of path forests, a novel intermediate representation for secure branching, and show
how path forests unlock a number of optimizations that would not otherwise be possible

with the usual multiplexing strategy.

o In Chapter 6 we finally depart from talking about vectorization and control flow to
explore the depths of compiler cryptosystem co-design with COATL. Where COPSE
built abstractions on top of existing cryptosystems, COATL changes the programming
abstraction the cryptosystems provide and then develops novel compilation techniques to
target the new abstraction. The particular cryptosystems we consider in this chapter are

Boolean FHE schemes, in which ciphertexts are encryptions of bits, and computations
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correspond to homomorphically evaluating Boolean gates. We present the arithmetic
lookup table—a cryptographic abstraction that replaces Boolean gates—and develop
compilation techniques to generate circuits built from these tables. We demonstrate
that our techniques can take full advantage of existing machinery to synthesize and
optimize Boolean circuits, but still generate circuits up to 1.5x smaller than their

already-optimized Boolean counterparts.

The remainder of this dissertation is organized as follows: Chapter 2 develops necessary
background and formalisms, Chapters 3-6 present our main contributions as described above,

and Chapter 7 concludes by discussing some possible future directions to explore.
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2. BACKGROUND

We provide here most of the background necessary to understand the chapters that follow,

rather than dispersing it throughout.

2.1 Vectorization

Single instruction, multiple data, or SIMD), is a way of amortizing the run-time complexity
of a program by wectorizing it, or lifting its scalar computation to one that operates over
packed vectors. To vectorize, we need to first find sets of isomorphic scalar instructions
and then decide how to pack the scalar operands of those instructions into vectors before
replacing all of them with a single vector instruction. In traditional SIMD, this process relies
heavily on the presence of data-parallel loops in the original program. Unrolling the loop
by a few iterations (usually four or eight) produces a set of isomorphic instructions, one for
each unrolled iteration. These are then packed into vectors, with one iteration per vector
slot, and lifted into vector instructions. Thus, a loop that performs a scalar computation
N times can be lifted into one that performs a semantically equivalent vector computation
N/4 times.

Superword-Level Parallelism (SLP) is a more general technique that does not rely on the
presence of loop-based control structures in the program to find vectorizable instructions.
SLP analyzes a whole sequence of scalar instructions at once, looking for sets of available
instructions (instructions whose operands have already been scheduled) that are all isomor-
phic to each other. At each step, it picks such a set and packs its instructions together into

a vector, scheduling them together.
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Figure 2.1. Example decision tree

2.2 Decision Forests

A decision tree is a classification model that assigns a class label to a vector of features by
sequentially comparing the features against various thresholds. Figure 2.1 shows an example
of a single decision tree. Inference over a decision tree is recursive. Leaf nodes of the tree
correspond to class labels, whereas each interior “branch” node specifies a feature and a
threshold. That feature from the vector is compared against the threshold, and depending
on the result of the comparison either the left or right child of the tree is evaluated. For
instance, the tree in Figure 2.1 uses x and y as its features and assigns class labels Ly — Ls.
Assuming the left branch is taken when the decision is false and the right branch is taken
when true, the tree assigns the input feature (z,y) = (0,5) to the class label Ly. A decision
forest model consists of several decision trees over the same feature set in parallel. Inference
over a decision forest usually consists of obtaining a class label from each individual tree, and
then combining the labels in some way (either by averaging or choosing the label selected

by the plurality of trees, or some other domain-specific combining function).

2.3 Fully Homomorphic Encryption

Fully Homomorphic Encryption refers to a class of encryption schemes that allow for
homomorphic computation over ciphertexts; e.g., the sum or product of the encryptions of

two integers is the encryption of their sum or product. FHE is a useful cryptographic tool
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for carrying out privacy-preserving or oblivious computation (evaluating programs where the
inputs are unknown to the evaluator).

A common use-case for FHE is computation offloading, which uses a single public/private
keypair and only involves two parties'. The client encrypts their inputs to a program with
their private key and sends the ciphertexts to the evaluator. The evaluator uses the public
key to evaluate the program via a sequence of homomorphic operations before sending the
result ciphertext back to the client, who finally decrypts it and learns the output of the
program.

FHE schemes are often classified by how they model ciphertexts. In arithmetic schemes,
ciphertexts represent encryptions of integers modulo some fixed large prime p. In Boolean

schemes, ciphertexts are usually thought of as encryptions of bits.

Limitations

While FHE is a powerful technology that enables privacy-preserving computation, its lack
of easy programmability prevents it from seeing widespread use. Because of the nature of
secure computation, FHE does not support branching over ciphertexts—conditionals cannot
depend on the values of encrypted data, otherwise the path taken through the computation
leaks information about the data. In particular, this precludes FHE computations from
having any kind of control flow structures, including conditionals and loops, that are control-
dependent on ciphertexts. Applications must be expressed directly as circuits that transform
ciphertexts using the homomorphic operations provided by the underlying FHE scheme:
usually integer addition and multiplication for arithmetic schemes, or a fixed set of Boolean
gates for Boolean schemes.

Furthermore, FHE is slow. Even in state-of-the-art FHE implementations, the crypto-
graphic overhead of a single homomorphic operation can be multiple orders of magnitude
greater than that of performing the same operation over unencrypted values. Naively trans-

lating a plaintext function into its ciphertext equivalent can produce circuits that are too

14'Some authors have proposed multiparty multi-key extensions to FHE [28-30]. While we do not directly
make use of these, the ideas in this dissertation are relatively straightforward to extend to a multikey setting.
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expensive to evaluate on any nontrivial inputs; Writing efficient FHE programs requires a

great deal of cryptographic expertise.

2.3.1 Ciphertext Batching

One way to mitigate the overhead of encrypted computation is via ciphertext batching,
an optimization that certain (RLWE-based?) FHE schemes provide [31, 32]. Ciphertext
batching allows encrypting a vector of integers into a single ciphertext in such a way that
homomorphic operations occur element-wise on the underlying vector (i.e. SIMD-style).

This style of vectorization has a few peculiarities that distinguish it from normal vector-

ization:

1. The vectors are much larger than traditional hardware vector registers (e.g. several
thousand slots wide, compared to the usual 4 or 8 slots). Utilizing this much space

poses unique challenges.

2. Unlike with physical vector registers, there is no indexing primitive that can directly

access a value in a particular slot of a ciphertext vector.

3. In general, the only way to move data between vector slots is by cyclically permuting
its contents. This makes it much more important to assign vector lanes to packed
instructions optimally, since realizing arbitrary permutations by composing several

rotations quickly gets computationally expensive.

The challenges posed by points (2) and (3) in particular preclude directly using SLP-style
vectorization, since its local reasoning means it does not sufficiently consider the high cost of
data movement between lanes when deciding what instructions to pack together. Chapter 3

discusses this in more detail.

2YRLWE stands for Ring Learning with Errors, a number-theoretic problem that involves distinguishing two
distributions of polynomials. The security of FHE schemes such as BFV and BGV (the one used in this
chapter) is based on the hardness of RLWE.
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2.3.2 Bootstrapping

Much of the security of FHE schemes comes from a small amount of noise added to
each ciphertext upon encryption. A freshly encrypted ciphertext starts with a certain noise
budget. When the noise level exceeds this budget, it interferes with the encrypted value, caus-
ing decryption to fail. Homomorphic operations—in particular, multiplication—accumulate
noise; hence, the noise budget roughly corresponds to the mazimum depth of circuit that
can be evaluated. The noise budget can be increased by encrypting into larger ciphertexts,
which are in turn much slower to compute over.

Alternatively, some schemes support a technique called bootstrapping [33, 34] which “re-
freshes” the noise budget by homomorphically evaluating the decryption function. Unfortu-
nately, bootstrapping is incredibly slow, and also carries some limitations governing when
it can be used. Managing the total depth is, therefore, crucial to designing efficient FHE

applications.

2.3.3 CGGI

The CGGI scheme [35] supports encrypting n-bit integers for some small n (usually 2 or
3). CGGI natively supports ciphertext addition and scaling ciphertexts by a known plaintext
constant. Unlike many of its FHE counterparts, however, it also supports a technique called
programmable bootstrapping. Unlike a traditional bootstrap, which resets the noise values in
a batch of ciphertexts without changing the underlying encrypted values, a programmable
bootstrap can only operate on one ciphertext at a time, but additionally evaluates an arbi-
trary unary function (usually represented as a 2"-row lookup table) on the encrypted value.

In most implementations of CGGI, these lookup tables are used to capture classic Boolean
truth tables: a 2"-row lookup table can represent a truth table with n inputs. In other words,
these lookup tables are abstracted as n-input Boolean gates, with ciphertext inputs treated
as bits.

A key observation we make in Chapter 6 is that while this abstraction facilitates easy
circuit construction (as various Boolean circuit optimization techniques can be applied), it

undersells the flexibility of CGGI’s lookup tables. In actuality, ciphertexts in CGGI are
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encryptions of integers mod p, where p is the size of the lookup table, and the lookup tables
index the result of linear combinations of the ciphertext inputs. (Section 6.2.1 provides
a more formal treatment of this fact.) It is precisely this additional flexibility that we
exploit in Chapter 6 to build more complex lookup tables and hence create circuits with
fewer gates. Note that the number of gates in the circuit is the main metric that matters
for performance: while programmable bootstrapping is a more lightweight technique than
traditional (batched) bootstrapping, it is still far more expensive than any other CGGI
operation. Thus, the latency of a CGGI circuit is almost entirely determined by the number

of bootstraps—and hence, the number of gates—it contains.

2.4 MLIR/HEIR

MLIR|[23] is a compiler infrastructure that aims to simplify the process of writing domain-
specific compilers. It allows compiler authors to define “dialects” of custom IR operations,
and easily implement “passes” that transform code between these dialects. HEIR[36] is a
fork of MLIR that adds a number of FHE-specific dialects and passes, such as a generic
secret dialect for representing arbitrary homomorphic computation, and several scheme-
specific dialects including one for CGGI. HEIR also implements several passes for lowering
programs written using the secret dialect into scheme-specific operations and generating
code for a target FHE implementation. We implement the ideas in Chapter 6 on top of
the HEIR infrastructure, and in particular, on top of an existing pipeline of passes that
transform secret code into circuits built out of 2- to 3-input Boolean gates, lower these
gates into CGGI operations, and then generate code for the OpenFHE library [37]. This
pipeline performs some optimizations on the Boolean circuit before lowering to CGGI, but
these optimizations stay in the realm of Boolean gates, and do not take advantage of any of

the CGGI-specific techniques we discuss in Chapter 6.

2.5 Circuits & Multiplexers

The standard security guarantee for oblivious computation is noninterference: an evalu-

ator without the private key cannot distinguish two traces of a program that differ only in
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encrypted variables. This poses a problem for programs with branching: in knowing which
branch to take, the evaluator must learn something about any ciphertext that influences that
branch, breaking noninterference. To preserve noninterference we want programs to exhibit
oblivious control-flow semantics, in which the evaluator can correctly execute a branching
program without knowing anything about which branches were taken.

A common way to provide such semantics is via secure multiplexers (“muxes”), cryp-
tographic operations that use a ciphertext selector to obliviously choose between multiple
inputs, returning the input corresponding to the value of the selector®. When the evaluator
encounters a branch, it executes both paths, and then uses the branching condition and a
mux to select the correct value when control flow converges. This obviates the need to reveal
anything about the branching condition to the evaluator, and still ensures that the correct
return value is produced. Note that this technique can in the worst case have an exponential
effect on the total computation time: every path through the program has to be evaluated,
even if the result of only one is used.

The use of muxes can be extended to other kinds of secure control flow such as loops:
given a plaintext upper bound on the number of iterations, a loop can be fully unrolled into
a series of branches that check the exit condition for each iteration, which can be obliviously

evaluated as above.

34An example of a mux in an FHE scheme that provides homomorphic addition and multiplication is
bX + (1 — b)Y, where b is the (ciphertext) selector bit, and X and Y are the two inputs being selected
between.
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3. COYOTE

The Coyote is limited, as Bugs is limited, by

his anatomy.

Chuck Jones

+
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Figure 3.1. An example of an arithmetic circuit

In this chapter we develop a vectorization technique that is “FHE-aware”; That is, it
understands the unique cost models and semantics of ciphertext packing. A natural first
question to arise is: Why do we need an FHE-aware technique at all? Techniques like
Superword-Level Parallelism (SLP) have existed for decades [13] and perform remarkably
well in the classical vectorization space. Unfortunately, a naive application of these tech-
niques to FHE circuits fails. SLP aggressively packs isomorphic instructions into vectors,
assuming that shuffling vector lanes around or indexing into a vector is relatively cheap.
While this is a reasonable heuristic when targeting a physical vector architecture, FHE vec-
tors are not hardware registers with slots for data; instead, the only way to move data
between “vector lanes” is by performing a cyclic rotation of the entire vector. Realizing the
shuffles incurred by SLP with a series of masks and rotations is expensive, and can quickly

outweigh any benefits from vectorizing, as demonstrated below.
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(c) Optimal schedule, incurs one rotate

Figure 3.2. Possible schedules for Figure 3.1

The Vectorization/Rotation Tradeoff

Consider the arithmetic circuit! in Figure 3.1 implementing ((a + b) * (¢ + d)) + ((e +
f)*(g+ h)). Applying SLP yields the schedule in Figure 3.2b, which packs together the
four additions at the first level, and the two multiplies at the second level. The resulting
schedule has a vector add, followed by a vector multiply, followed by an add. Rotations are
needed between each operation to align the outputs of each operation with the next. Using
an approximate model? of the relative latencies of each instruction in which multiplies and
rotates have a latency of 1 and addition has a latency of 0.1, the total cost of this schedule
is 3.2. However, by doing no vectorization and executing the circuit entirely with scalar
operations (Figure 3.2a), we have five adds and two multiplies, with an overall cost of 2.5.
In this case, vectorization actually makes the performance worse! The schedule in Figure 3.2¢

shows how we can do better: We pack the a+ b and the e+ f adds separately from the ¢+ d

11We adopt the FHE-standard representation of arithmetic circuits as the intermediate representation for
our programs [1, 26, 33, 38].

21 Algorithms in HElib [39] assigns a “high latency” to both multiplies and rotates and a “low latency” to
adds. For both simplicity and concreteness, we assume a 10:1 ratio between “high latency” and “low latency.”
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and g + h adds, so that neither of them require a rotation to align with the multiply above
them. By saving one rotation at the cost of an extra vector addition, we get a schedule with
an overall cost of only 2.3. Clearly, we need a new vectorization strategy, and in particular,

one that can properly account for the high cost of data movement throughout the program.

Co-optimization of Vector Packing and Data Layout

The main obstacle to optimality when using the classical SLP approach comes from the
high cost of permuting vector elements: Aggressively packing instructions into vectors can
require substantial and complex data movement to align operands for downstream vector
instructions (e.g., SwizzleInventor [40] resorts to sketch-based synthesis to generate the ap-
propriate permutations); Thus, such a schedule can incur so much overhead that no amount
of vectorization makes it worth it.

More recent takes on SLP, such as VeGen [12] and goSLP [11], recognize the need to take
the cost of data movement into account. VeGen, for instance, can decide to not pack certain
instructions together because the data movement cost incurred is not worth it. However,
VeGen does its reasoning locally; that is, it cannot reason about the effect packing instruc-
tions together may have on shuffling costs much later in the program. This tradeoff, fine in
circumstances when shuffling is relatively cheap, is inappropriate for FHE, where shuffling
is very expensive. While goSLP does reason globally, the cost model it uses to avoid over-
packing is incompatible with the semantics of FHE vectorization. We discuss both of these
techniques further in Section 3.5.

Our key insight is that because rotations are so expensive, data layout and vector pack-
ing are fundamentally intertwined; rather than treat these as separate problems, we must
optimize them together when finding a schedule. In this chapter, we develop an approach
that works at the level of subcircuits, splitting the program up into smaller pieces within
which all the computations are locked into a single lane to avoid doing any rotations at all.
While vectorizing across subcircuits gives up some packing potential (because operations
within a subcircuit cannot be vectorized together), the savings on rotation costs can make

up the difference: the subcircuits prevent over-vectorization that incurs too many rotations.
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The optimal schedule of Figure 3.2¢ can be viewed as grouping (a + b) with its downstream
multiply in one subciruit, and (¢ + h) with its downstream multiply in another subcircuit,
and then vectorizing those two subcircuits together.

This approach yields a natural question: how do we decide which computations to merge
into a subcircuit? This seems circular: subcircuit merging is intended to yield fewer rotations,
which are determined by data layout, and data layout is driven by which operations are

vectorized together, which in turn is constrained by subcircuit identification.

Contributions

We present Coyote, the first FHE-aware compiler that automatically vectorizes arbitrary
arithmetic circuits. Coyote breaks the circular dependence between vector packing and data
layout by using an iterative process that alternates between making packing decisions and
determining data layout. Coyote uses simulated annealing to find optimal data layouts, and
uses these to guide a best-first search towards optimal vector packs. Crucially, Coyote uses
layouts from previous iterations of scheduling to identify subcircuits that would be profitable
to merge, and then re-schedules based on the new subcircuits.

The specific contributions we make in this chapter are are:

1. An algorithm for simultaneously searching the space of data layouts and the space of

vector packings to find an efficient combination.

2. A lightweight Python embedded DSL called Coyote, with a compiler that uses this

algorithm to generate efficient FHE code for arbitrary programs

We test Coyote by using it to compile six computational kernels (matrix multiply, point
cloud distances, 1D convolution, dot product, sorting a list, and finding the maximum el-
ement of a list), and compare the performance of the vectorized code to to the original
unvectorized code. We also randomly generate several irregular polynomial-evaluation pro-
grams to measure the effect of things like operation density on Coyote’s ability to vectorize.
We find that Coyote yields efficient vector schedules with optimized rotations, and often

recovers known-optimal expert implementations for certain kernels.
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3.1 Coyote Overview

Compile DSL Use simulated Find an edge to Use ILP solver to Fill in necessary
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Figure 3.3. High-level compilation steps
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Figure 3.4. A running example of how Coyote vectorizes arbitrary arithmetic circuits

Coyote provides an embedded DSL (eDSL) that allows programmers to use a high level
language to express computations in FHE. This computation is translated into an arithmetic
circuit representing the computation, which is then compiled into vectorized FHE code. The
process of compiling a circuit into vectorized code is shown in Figure 3.3, and described in

more detail below, using the circuit in Figure 3.1 as a running example.
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3.1.1 Compilation

1. Coyote quotients an input circuit (collapses subcircuits into single vertices) and assigns
lanes to resulting vertices to produce a protoschedule that can be realized into a more
efficient vector program. The result is a graph whose vertices correspond to connected
subgraphs of the original circuit, such that no two vertices at the same height have
the same lane (and hence are eligible to be vectorized together). Coyote collapses a
subcircuit when it determines that the overhead of internally vectorizing it is not worth
the gain from vectorization, so this step essentially forces certain operations to happen

in scalar on a single lane. Section 3.2.2 describes how Coyote makes this decision.

In the example in Figure 3.4a, the circled pairs of vertices are collapsed, yielding the
quotient circuit in Figure 3.4b. The lane assignment for this protoschedule puts each
un-quotiented addition on the same lane as its quotiented parent, and chooses one of

these lanes on which to place the root of the tree.

2. The (collapsed) vertices at each height are aligned to pack together isomorphic nodes,
producing a vector schedule from the protoschedule. In the example, the two adds
at height 1 get trivially aligned, and the two “supernodes” at height 2 get aligned
by packing together the two adds and the two multiplies. No alignment is needed
for the single vertex at height 3. The details of the alignment procedure are given in

Section 3.2.4. Figure 3.4c shows the result of this alignment.

3. Coyote compiles the schedule into a vector IR. The crux of this compilation step is
figuring out when to blend and rotate. When a vector operand requires values from
several different instructions, Coyote emits code to “blend” the results together into a
single vector. When the lane an operand is used in is different from the lane it was
produced in, Coyote emits a rotation instruction to move the operand into the correct
lane. Notice that each arc in the protoschedule connecting vertices of different lanes
corresponds to a rotation in the generated vector IR. Figure 3.4d shows the vector code

Coyote generates for our running example. Notice that the generated code contains
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two blends and one rotate. The blends are necessary® because on line 3 of the schedule,
%0 and %3 are used in the same vector despite being produced in two separate vectors.
Since none of the operands need to shift lanes, the vector instruction t0 = blend(v0@10,
v1@01) takes [%0, %4] and [%1, %3] and blends them together to produce [%0, %3],
which is exactly the operand used on line 3. Coyote emits a rotation because %5 gets
used on a different lane than it is produced. The vector instruction sO = v2 > 1 takes
[%2, %5] in v2 and produces [%5, %2] in s0. Section 3.3.1 describes the specifics of

code generation.

def dot(vl, v2):
return sum([a * b for a, b in zip(vl, v2)])

@coyote.define_circuit(A=matrix(3, 3), b=vector(3))
def matvec _multiply(A, b):
result = []
for i in range(len(A)):
result.append(dot (A[i], b))
return result

Figure 3.5. Coyote program for multiplying a vector by a matrix

3.1.2 DSL

A programmer can use Coyote’s DSL (shown in Figure 3.5) to specify a computation
and generate an arithmetic circuit. The DSL exposes a number of ways to annotate inputs
to the computation: replication, packing, and fixing a layout. Annotating an input with
“replicate” indicates that a copy of the input should be passed to the circuit for each place it
is used (ensuring that each copy gets used exactly once). By default, inputs are unreplicated,
meaning that an input that gets used in multiple places will have a fan-out corresponding
to its usage frequency.

Specifying a “packing” constraint for a set of inputs requires that they be packed into a

single input vector in the final circuit (note that inputs in the same vector are necessarily in

31We could, of course, simply exchange the positions of %3 and %4 and elide the blends. While Coyote does
automatically perform this rewrite, we leave the blends in here for the sake of example.
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different lanes). For example, a packing constraint might require that each entry of a matrix
be placed in the same input vector, or that each row be placed in a unique vector.

After Coyote vectorizes the circuit as described above, it automatically packs the circuit
inputs into vectors (while satisfying any provided packing constraints) and chooses the data
layouts within these vectors. Alternatively, the programmer can choose to override this and
manually provide an input layout. This is useful, for example, when composing multiple
circuits, as the output layout of one determines the input layout of the next. The details of
how these choices are made are discussed in Section 3.2.5, and the tradeoffs these annotations

provide are discussed in Section 3.3, and evaluated in Section 3.4.7.

3.1.3 Backend

Coyote targets the BFV backend * for Microsoft SEAL [41]. The encryption parameters
are hardcoded, and are chosen to allow for 8192 vector slots and a standard 128 bits of

security.

3.2 Vectorization Procedure

When vectorizing arithmetic circuits with an SLP-style approach, at each step, we look
at all available scalar instructions (whose source operands have all been scheduled), pick
the largest set with the same operation, and schedule them together. This naive strategy
makes no guarantees about values being computed and used on the same lane; in other words,
lining the computation up on incurs arbitrarily many shuffles. Unlike in normal vectorization,
where applying arbitrary permutations to the lanes is relatively cheap, in FHE we are only
allowed to rotate the entire vector by a fixed number of slots, and this rotation operation is
expensive. Hence, the cost of bookkeeping quickly outweighs whatever benefit we might get
from vectorization, making this approach not worth it.

When trying to vectorize an FHE program, we have two optimization problems to solve:

instruction scheduling, and data layout. Optimizing only for instruction scheduling gives

49We could have instead chosen to use the CKKS backend, but BFV’s cost model is more amenable to
general vectorization. In particular, an operation we use often is “blending” slots from several vectors into
one; while this is almost free in BFV, the cost of doing this in CKKS is nontrivial.
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us the SLP approach: aggressively pack together isomorphic instructions without worrying
about the incurred data movement overhead. Optimizing for data layout places us on the
other end of the spectrum: to avoid having to do any rotates, we must place each connected
component of the circuit on a single lane, precluding any vectorization and forcing us to
execute everything as scalar operations.

One of our key insights is that these two problems are highly related, so we have to solve
these stmultaneously rather than independently, attempting to choose an optimal point in
the tradeoff space between the two ends of the spectrum. In the following sections, we lay

out the exact optimization problem as well as how we search for a solution.

3.2.1 Overview

The input to the compilation process is an arithmetic circuit, represented as a directed
acyclic graph (DAG), where each vertex corresponds to an operation (gate) in the circuit and
the leaves (vertices with no children) correspond to the inputs, and there is an arc v; — v if
vy consumes vo. When a particular input is used multiple times in the circuit, it can either
be represented as a single vertex with an incoming arc from every gate that consumes it,
or it can be replicated into multiple vertices which each get consumed once. This choice is
expressed by the programmer in the surface language (Section 3.3).

The vector protoschedule® is a labeled quotient of the original circuit graph, where each
vertex represents a connected subgraph, and is labeled with an integer representing the lane
the subgraph gets placed on, such that no two vertices at the same height are labeled by
the same lane. The protoschedule is naturally bi-graded into epochs, or groups of (indepen-
dent) vertices at the same height which get packed together into a single sequence of vector
instructions requiring no data movement, as well as columns, groups of vertices assigned to
the same lane representing computation that happens in a single thread with no internal
vectorization.

It turns out that both of our extremes from earlier can be realized in this model. Ag-

gressively vectorizing SLP-style can be recovered by assigning a trivial subcircuit to each

51This structure is referred to as a protoschedule to distinguish it from the actual vector schedule, which
explicitly computes an alignment for sequences of instructions at the same level.

40



vertex of the quotient, and simply enumerating lanes across epochs. On the other end of
the spectrum, we could instead quotient the circuit into the discrete graph of its connected
components and assign each vertex an arbitrary lane; this graph has no edges and requires
no rotations, but also precludes any vectorization within connected components.

Finding a good protoschedule then requires us to first compute a “good” quotient that
trades off between these extremes, together with a lane assignment that somehow maximizes
our ability to vectorize without incurring too many rotations. This is expressed in the search
procedure Coyote uses when finding a vector schedule: an outer loop performs a best-first
search over possible quotient graphs, and an inner loop uses simulated annealing on each
quotient to find a good lane placement. The result of the search procedure is a quotient of
the circuit and a lane placement for the quotient, which together minimize® the cost of the

resulting vector schedule. The next section discusses this search procedure in more detail.

3.2.2 Schedule Search

Given a cost model, we use a two-layer optimization strategy to produce a schedule that

has good packing properties without incurring too much data movement overhead.

Determining lane placement (Algorithm 1)

The inner layer uses simulated annealing to find an optimal lane assignment for a given
quotient graph. The initial assignment is the naive one given by simply enumerating the
vertices at each epoch. At each step of the algorithm, we generate a candidate solution by
randomly choosing two columns and a subset of the epochs in them to swap, maintaining
the uniqueness condition of the schedule. If the overall cost (as described in Section 3.2.3) of
the candidate solution is lower than the original cost, it is accepted, and used as the starting
point for the next round. If the candidate solution cost is higher than the original cost, it is

accepted with a probability that varies negatively with the difference in cost, and is generally

64relative to the other quotients and lane placements visited in the search
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smaller in later rounds than in earlier rounds’. After a fixed number of rounds have elapsed

(see footnote), this algorithm returns the best solution found so far.

Computing optimal circuit quotient (Algorithm 2)

The outer layer searches the space of quotients for a graph that admits a good lane
placement without giving up too much vectorizability. Here, we use a priority queue to
implement a simple best-first search. Fach graph in the queue is assumed to already be
equipped with an optimal lane placement, via the algorithm described above. At each step,
a graph is dequeued, and a new candidate solution is generated by looking at its set of cross-
lane arcs and choosing one to contract (removing the edge and identifying its endpoints into
a single vertex). The contracted graph may not be acyclic, so we continue contracting cycles
until it is (in effect computing the condensation). The candidate solution is then enqueued
with its cost from the annealed lane placement. If there are more available arcs to contract,
the original graph is enqueued again.

After a fixed number of rounds have elapsed, or once the queue is empty, the algorithm
terminates and returns the best graph. Since each step of this algorithm involves an expensive
call to the lane placement procedure, this runs for a much smaller number of rounds, usually
between 150 and 200. In practice, this is enough to find highly efficient schedules.

The next section discusses what makes one graph quotient or lane assigment “better”

than another, and how these tradeoffs are quantified in Coyote’s cost model.

7tWe use a slow cooling schedule with initial temperature Ty, = 50 and cooling parameter 5 = 1073. The
probability of accepting a move that increases the cost by A, is e=?</7. The annealing is run for 20k rounds.
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Algorithm 1: Lane placement

Algorithm PlacelLanes (graph)
lanes <— InitialPlacement (graph);
T+ Ty;
cost <— Cost (lanes, graph);
fori=1:N do
T« T/(1+pT);
candidate < GenerateCandidate (lanes, graph);
cost’ < Cost (candidate, graph);
if Accept(cost, cost’, T) then
lanes < candidate;

cost < cost’;

B return lanes, cost

Procedure Cost (lanes, graph)

rotations|*] < 0;

foreach (v — v) € graph do
if lanes[u| # lanes[v] then

L rotations|u.epoch| < rotations[u.ecpoch| U {lanes[v] — lanes|u]};

instrs[x] < 0;
foreach epoch € graph do
foreach opcode do

L instr{opcode] < instropcode| + max count(epoch, col, opcode);

return wg X Y. rotations[ep] + 3wy, X instrs|op]
ep op
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Algorithm 2: Computing a good circuit quotient

Algorithm ComputeQuotient (graph)

lanes, cost <— PlaceLanes (graph);

best < lanes, graph;

bestcost < cost;

pqueue < [|;

Enqueue (pqueue, (graph, lanes), cost);
fori=1:N do

graph, lanes < Dequeue(pqueue);

if arc e CrossArcs(graph) then

candidate <— Condensation(ContractEdge (graph, arc));
lanes’, cost’ < PlaceLanes (candidate);
Enqueue (pqueue, (candidate, lanes’), cost’);
if cost’ < bestcost then

L best < lanes’, candidate;

Enqueue (pqueue, (graph, lanes), cost);

L r;,turn best

3.2.3 Cost Model

The cost of a particular protoschedule comes from two places: the number of rotations

we have to perform, and the amount we have “given up” on vectorizing.

Rotations

Given a vector schedule, each cross-lane arc in the graph (an arc connecting vertices of
different lanes) represents a rotation that must be performed to align an output from the
tail of the arc to where it gets used at the head. However, determining the rotation overhead
is not as simple as counting these arcs. Consider the case where instructions A and B are

operands to instructions A’ and B’, respectively. If A and B are assigned lanes n and m, A’
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and B’ are assigned n—+k and m+k, and A and B end up packed together in the same vector
instruction, the two separate data movement operations required for the A — A’ arc and
the B — B’ can actually be performed by a single rotation by k (in fact, taking advantage
of this fact is the main way Coyote optimizes data layout to require fewer total rotates). To
compute the actual number of required rotations, we instead proceed epoch-by-epoch. For
each epoch, we look at all cross-lane arcs with tails in that epoch, and compute the number
of columns each spans (i.e. the required rotation amount) by subtracting the lane at the
tail from the lane at the head. The rotation cost for that epoch is then just the number
of distinct rotation amounts. For example, if a particular epoch has five cross-lane arcs, of
which three represent a rotation of —1 and two represent a rotation of 6, its rotation cost
is 2. It follows that the total rotation cost of a schedule is the sum of the rotation costs of

each epoch.

Vectorizability

Taking successive quotients of the circuit reduces the total number of edges, and by
extension, reduces the number of rotates that might be required; however, it also precludes
any vectorization within the collapsed subcircuits. To account for this, we need a way of
quantifying the amount of vectorization we are “giving up” with each quotient.

Unfortunately, directly computing the opportunity cost is very messy: the amount of
vectorization we give up by identifying a set of vertices is not a property local to the vertices,
but rather requires us to look globally at all possible vertices in those epochs, to see which
vectorization opportunities are no longer available after the identification. Instead, we use
an estimated schedule height as a proxy, with the justification being that giving up a lot of
vectorization generally results in taller, less efficient final schedules.

The schedule height computation also proceeds epoch-by-epoch. For each epoch, we
estimate the minimum number of vector instructions after packing by taking the maximum
number of each type of operation across all the subcircuits associated to the vertices in that

epoch. For example, the estimated height of an epoch containing one vertex with 3 adds
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and 2 multiplies and another vertex with 2 adds and 4 multiplies would be 3 adds and 4

multiplies.

Overall Cost

The analysis presented above estimates the number of each type of instruction in the
generated vector program. The final cost used a linear combination of all of these, with
weights determined empirically by how expensive each instruction type is relative to the rest.
In our implementation, we scale rotates and multiplies by 1, and addition and subtraction

by 0.1.

3.2.4 Instruction Alignment

We align the instructions corresponding to the subcircuits in each epoch to produce
a final vector schedule. It may seem like the solution to this is just sequence alignment,
but aligning circuits is actually more complicated. At each step, the number of available
children to align roughly doubles, meaning that the total number of subproblems to solve is
exponential in the depth instead of linear. This causes the dynamic programming strategy
of sequence alignment to quickly blow up.

Instead of wrangling so many subproblems, we can formulate this as an ILP. We create
a variable for each scalar instruction representing its schedule slot, or the time at which it
executes. We add constraints to require that each instruction be scheduled after all of its
dependences, and also that two instructions with different operations never be scheduled at
the same time. Finally, to speed up the search for a solution, we place a bound on the total
length of the schedule which is iteratively tightened until the solver returns “unsatisfiable,”

meaning no shorter schedule could be found.

3.2.5 Data Layout

The circuit obtained after vectorization necessarily operates on inputs that have been
“packed” into vectors. Choosing a good layout within these vectors is crucial, since a poor

choice could incur many additional rotations to line operands up with where they are used.
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Coyote can automatically select a good layout as part of the vectorization process. An input
that is only used once is placed on the lane within its vector corresponding to the unique
lane where it is used, and any two inputs that are placed on the same lane by this rule are
packed into separate input vectors to avoid collisions.

For inputs that are used multiple times (or inputs that are required to be packed into
the same vector, e.g. elements of the same matrix), Coyote places a no-op “load” gate in
the scalar circuit (so that the input is only used once, by the load gate). Two load gates are
placed in the same epoch in the circuit if and only if their corresponding inputs are required
to be packed together (thus ensuring that they are given different lanes). The layout for
these inputs is then determined by the lanes chosen for their corresponding load gates. This
determines the data layout, as each input is placed on the same lane as its corresponding

load gate (Section 3.1.2).

3.3 An eDSL and Compiler for FHE Programs

Coyote consists of an embedded DSL (eDSL) in Python that can be used to write FHE
programs, shown in Figure 3.5. The DSL allows for arbitrary arithmetic computation over
encrypted variables, and supports conditionals and loops over plaintext values. All condi-
tionals and loops are fully evaluated and unrolled, and all function calls are fully inlined
before generating the arithmetic circuit. The generated circuit is then passed to Coyote’s
back end, which vectorizes the computation as described in the previous sections, yielding a
sequence of primitive vector operations that can be further lowered into C++ code targeting
Microsoft SEAL’s backend for BFV [41].

Coyote currently supports datatypes for encrypted inputs: scalar(), vector(size), and ma-
trix(rows, cols). Inputs annotated with scalar() are free to be placed anywhere in the vector
schedule; by contrast, matrix and vector inputs are always grouped together into vectors.
The arithmetic circuits Coyote takes are directed acyclic graphs (DAGs) that fail to be trees
exactly when values are used as inputs to multiple computations (e.g. the value a in ab+ac).
Any such DAG can be turned into a tree by replicating inputs (Section 3.1.2) in a “reverse-

CSE” process (for example, ab + ac — a1b + asc, where the value of a is supplied to both
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a; and ay). This results in circuits with better rotation characteristics at the cost of extra
computation. By default, Coyote automatically replicates all scalar inputs, and leaves all
vector and matrix inputs unreplicated, but this behavior can be overridden by the program-
mer (note that replicating a vector or matrix input results in multiple copies of each variable

all being grouped into the same vector).

Automatically choosing a data layout

While specifying a set of inputs as a vector(n) or matrix(m, n), Coyote restricts the space
of available schedules to the ones that group these inputs together. However, it is still
free to choose a particular layout within the vector (i.e., a[0] and a[l] need not be placed
in adjacent lanes®). In practice, this allows Coyote to choose a layout that minimizes the
rotations required to align inputs with where they are used. We evaluate the effectiveness

of this choice in Section 3.4.7.

3.3.1 Code Generation

The algorithm in Section 3.2 produces a vector schedule (i.e. a lane and schedule slot for
each scalar, where the schedule slot determines the order in which instructions get executed).
Coyote compiles this schedule to a simple vector IR by scheduling vector instructions ac-
cording to a topological sort, inserting rotations as needed. The vector ISA supports vector
addition, subtraction, multiplication, and rotation, as well as a constant load instruction and
a blend instruction. The semantics of the blend instruction are a bit subtle: it mixes lanes
from multiple vector registers into the same register while keeping all data on its original

lane. For example:

blend(x1xow324Q1010, y192y3y2@Q0101) — [21y223y4]

84Note that a noncanonical input layout potentially means that two kernels compiled by Coyote may not
be composable. We overcome this by allowing the programmer to manually provide their own layout (Sec-
tion 3.1.2).
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In the backend, the blend is implemented as a series of plaintext bitmasks followed by

ciphertext adds.

3.4 Evaluating Coyote
In this evaluation, we aim to answer the following questions:

1. How effective is Coyote’s vectorization? To answer this, we count the number of

instructions generated in the vector code compared to the scalar code. (Section 3.4.2)

2. How much speedup does compiling with Coyote get us? To address this, we
compile several realistic benchmarks and measure the speedup of the vectorized code

over scalar execution. (Section 3.4.3)

3. How well does Coyote scale up to larger kernel sizes? To measure this, we
compile a much larger circuit by vectorizing and composing its components. (Sec-

tion 3.4.4)

4. How well do Coyote’s schedules compare to hand optimized code? We com-
pare the run times of various hand-optimized benchmarks to the run time of the vector

code that Coyote generates for them. (Section 3.4.6)

5. To what extent does the data layout chosen by the programmer affect Coy-
ote’s ability to vectorize? We conduct a case study exploring various data layout
schemes for a 3 x 3 matrix multiply, and measure the vectorization speedup for each

layout. (Section 3.4.7)

6. How effective is the layout/schedule co-optimization strategy? We track the
progress of the schedule-search procedure over time for various levels of data layout

optimization. (Section 3.4.8)

7. How much optimality do we sacrifice by setting synthesis timeouts? We turn
off the synthesis timeouts to guarantee optimal schedule alignments and compare the

results. (Section 3.4.9)
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3.4.1 Computational Kernels

To assess Coyote’s ability to vectorize general applications, we use it to compile a suite
of benchmarks and measure the speedup from vectorization. While there is not currently
a standard benchmark suite on which to evaluate FHE-based compilers, we choose a set
of benchmarks similar’ to those used by Porcupine [26], representing a spectrum of both
regular and irregular computations, as well as ones that are both sparse and dense in terms
of data reuse.

The benchmarks are as follows:

1. Multiplying two matrices. We do this with 2 x 2 matrices (regular, little data reuse)

and 3 x 3 matrices (regular, some substantial data reuse).

2. Vector dot product, with vector sizes of 3, 6, and 10 (all of these are regular with no

data reuse).

3. 1D convolution. We do this with a vector of size 4 and a kernel of size 2, and with a
vector of size 5 and a kernel of size 3. Both of these are regular and have little data

reuse.

4. Point cloud distances (Given a set of points, compute the square of every pairwise
Euclidean distance). We do this for 3, 4, and 5 points. These are all regular but have

some substantial data reuse, especially in the 5-point case.

5. Sorting a list of size 3. This benchmark implements the sort as a “decision tree,” taking
as input three ciphertexts representing pairwise comparison results and six ciphertext
“labels” representing possible arrangements of the sorted list. In particular, each of
the three comparison results gets used in multiple branches of the tree. “grouped” here
means the data layout groups the three comparisons into one vector and the six labels

into another. This is irregular, and the grouped versions have data reuse.

99While we do not have access to Porcupine’s actual benchmarks for a direct comparison, their polynomial
regression corresponds to our matrix multiply, their L2 distance correpsonds to our point cloud distance, and
most of their image processing kernels are specific convolutions (i.e. plaintext kernels), while we evaluate on
generic convolutions. The input sizes of our benchmarks are comparable to those of Porcupine’s.
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6. Finding the maximum element in a list of size 5. This benchmark takes as input
five ciphertexts representing the elements of the list, and ten ciphertexts representing
pairwise comparison results. Similar to the sorting benchmark, this is irregular, and

the grouped versions have data reuse.

To investigate the effect of data replication we use three different replication strategies

for each benchmark:

1. Unreplicated, where each input appears in only one input vector, and hence must be

used by multiple operations.

2. Partially replicated in which one of the two inputs is fully replicated—and hence each
operation that requires that input gets its own copy, obviating the need for data

movement—while the other is not.

3. Fully replicated in which both inputs are fully replicated.

Note that for dot product, replication makes no difference as each input is used exactly once.

3.4.2 Costs and Effects of Vector Compilation

Table 3.1 shows benchmark properties, including how long each benchmark takes to
compile and how many operations each program has before and after vectorization. Our
benchmarks range in size from 5 scalar instructions (size 3 dot product) to 75 instructions
(5 point distances)

While the number of scalar multiplies go as high as 27 (for the 3 x 3 matrix multiply),
Coyote is almost always able to pack these into at most one or two vector instructions. The
main exceptions to this rule are the highly irregular tree benchmarks, which still go from
10 scalar multiplies to between 4 and 5 vector multiplies. Another point to notice is the
number of rotates. Most benchmarks require fewer than 10 rotates. However, the 5 point
distance and 3 x 3 matrix multiply benchmarks have a very high number of rotations after
vectorization, as these are the most data-dense ones—intermediate results are required by

many downstream computations, incurring considerable overhead.
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Table 3.1. Compilation time in seconds, as well as instruction counts in the

scalar and vector code, and the ideal speedup (work/span).

Benchmark Time Scalar Vector Ideal
Add+Sub Mul Add+Sub Mul Rot Blend

conv.4.2.un 97 3 6 2 1 4 4 5.73
conv.4.2.partially 80 3 6 2 1 2 1 5.73
conv.4.2.fully 71 3 6 2 1 1 2 5.73
conv.5.3.un 206 6 9 3 1 7 5 8.0

conv.b.3.partially 211 6 9 4 1 4 3 8.0

conv.5.3.fully 208 6 9 4 1 2 3 8.0

dist.3.un 228 18 9 1 1 4 6 9.82
dist.3.partially 233 18 9 1 1 4 6 9.82
dist.3.fully 226 18 9 2 2 2 7 9.82
dist.4.un 425 32 16 2 2 6 8 17.45
dist.4.partially 432 32 16 2 2 6 8 17.45
dist.4.fully 463 32 16 2 2 4 8 17.45
dist.5.un 619 50 25 2 2 13 10 27.27
dist.5.partially 629 50 25 2 2 13 10 27.27
dist.5.fully 609 50 25 2 2 9 10 27.27
dot.3.un 10 2 3 3 1 2 0 2.67
dot.3.partially 10 2 3 3 1 2 0 2.67
dot.3.fully 10 2 3 3 1 2 0 2.67
dot.6.un 159 5 6 4 1 3 2 5.0

dot.6.partially 154 5 6 4 1 3 2 5.0

dot.6.fully 156 5 6 4 1 3 2 5.0

dot.10.un 254 9 10 6 1 ) 4 7.79
dot.10.partially 257 9 10 6 1 5 4 7.79
dot.10.fully 251 9 10 6 1 5 4 7.79
mm.2.un 176 4 8 2 1 3 2 7.64
mm.2.partially 171 4 8 2 1 2 1 7.64
mm.2.fully 170 4 8 2 1 1 2 7.64
mm.3.un 573 18 27 5 2 20 10 24.0
mm.3.partially 610 18 27 4 1 18 6 24.0
mm.3.fully 607 18 27 4 2 9 3 24.0
sort[3].grouped.un 238 10 10 8 4 8 6 3.24
sort[3].grouped.partially 233 10 10 8 4 4 3 3.24
sort[3].grouped.fully 231 10 10 8 4 4 3 3.24
sort[3] 139 10 10 11 5 1 1 3.2
max[5].grouped.un 880 30 30 15 11 30 18 7.33
max[5].grouped.partially 905 30 30 12 9 27 15 7.33
max|[5].grouped.fully 902 30 30 19 9 24 23 7.33
max|[5] 537 30 30 17 6 15 13 7.33
mm.16.blocked 7139 3840 4096 414 128 4446 872 3200
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Furthermore, the unreplicated versions of each benchmark almost always incurs more
rotates than the partially or fully replicated versions, validating our hypothesis that input
replication helps alleviate the rotation burden.

Table 3.1 also shows the ideal speedup for each benchmark, using our cost model of
multiplies being 10x as expensive as adds and subtracts. Note that this modeled speedup is
based on a classic work/span analysis, and hence assumes that permuting and shuffling data
between vectors is free. This modeled speedup thus represents a substantial overestimate
of the actual speedup that could be achieved in the program. For example, a 3x3 matrix
multiply has nine 3-element dot products. The necessary 27 multiplies can all be performed
in one vector operation, but the results of three multiplies need to be added to perform each
dot product. Thus in reality two of the multiplies are performed in the “wrong” lane and

need to be shuffled to the correct lane to complete the computation.

3.4.3 Speedups

While instruction counts indicate that Coyote is able to effectively find vector operations
for each benchmark, we must also determine whether the actual costs of rotations and blends
outweigh the vectorization benefits. Hence, we run each benchmark 50 times in scalar, and
50 times after vectorization to compute the speedup from vectorization, shown in Figure 3.6.
We find very little variance in execution time across individual runs for any benchmark. Each
benchmark has three bars representing, in order from left to right, the unreplicated, partially
replicated, and fully replicated runs. The sort[3] and max[5] benchmarks have an extra green
bar representing the ungrouped run (without grouping, all inputs are fully replicated no
matter what). We see speedups ranging from 1.5x on the data-dense point cloud distances
benchmarks to over 3.5x on the highly vectorizable matrix multiply. We also generally
notice more speedup as the replication level increases, suggesting that Coyote is able to take
advantage of replicated inputs to eliminate rotations from the schedule.

While it may appear that Coyote’s actual speedups are sometimes well off from the
idealized speedups, this is due to the rotations and blends required outside an idealized

world where vector permutation is free. For example, in the 3x3, fully-replicated matrix
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multiply case, Coyote generates 9 rotations to move results into place. We see, though, that
in benchmarks where Coyote can generate schedules with few rotates, it does well despite the
data movement costs. For example, in conv.4.2, Coyote achieves a 2.5x speedup versus an
ideal speedup of 5x; and in dot.3, Coyote achieves a 1.6x speedup versus an ideal speedup

of 2.7x.
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Figure 3.6. Speedup of vectorized code over scalar (higher is better). Left-to-
right, the first three bars for each benchmark represent unreplicated, partially
replicated, and fully replicated inputs, respectively. The fourth bar for the
sort [3] and max[5] benchmarks represent ungrouped inputs.

3.4.4 Scalability

Many of the benchmarks we evaluate on have relatively small input sizes, since it is often
intractable to directly apply the lane placement search procedure. However, it is possible to
scale Coyote up to larger input sizes by “blocking,” or vectorizing smaller kernels separately

and then composing the vector programs. To investigate how well this works, we use Coyote
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to compile a 16 x 16 matrix multiply as follows. We vectorize the multiplication of a single
4 x 4 “block,” and record the input/output layouts Coyote chooses.

The output layout of each 4 x 4 block is used to fix the input layout to another kernel
(see Section 3.1.2), which takes 64 of these blocks and performs the necessary reductions to
arrange them into the final 16 x 16 matrix multiplication. The metadata for this benchmark
is shown under mm.16 in Table 3.1 (the compilation time includes the time to compile the
4 x 4 block as well as the reduction circuit). After vectorizing, the blocked 16 x 16 matrix
multiply takes 3433 seconds, compared to 4541 seconds before vectorizing, for a total 32%
speedup. This shows that by composing smaller kernels, Coyote is able to scale up to
vectorizing much larger circuits and still see relatively significant speedups over unvectorized
code. Note that this understates Coyote’s potential speedup as it does not currently attempt
to vectorize separate, identical kernels together (which is a regular process so could use

standard vectorization techniques).
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Figure 3.7. Speedups for random polynomials (higher is better).

3.4.5 Randomly Generated Irregular Kernels

To further investigate Coyote’s ability to vectorize, even in the absence of a regular

structure on the computation, we randomly generated several polynomials to evaluate as
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arbitrary arithmetic expression trees. The trees are generated according to three different

regimes to cover different kinds of programs:

1. Dense, homogeneous: The expression tree is both full and complete, and all the oper-

ations are isomorphic. In principle, this represents a best case for vectorization.

2. Dense, nonhomogeneous: The expression tree is both full and complete, each operation
has a 50/50 chance of being an add or a multiply. Hence, while the trees are structurally
similar, the heterogeneity of operations means that vectorization opportunities are

restricted.

3. Sparse: Many operations have one leaf node input, the tree is not very balanced. In
principle, this represents a worst case for vectorization, where Coyote must work hard

to find vectorizable computation.

For each regime, we generate ten total polynomials, five with a circuit depth of 5 and five
with a circuit depth of 10. Each polynomial is run 20 times in scalar and 20 times after
vectorization, and we average speedups across the five polynomials in each regime before
reporting. These speedups are shown in Figure 3.7. We see that Coyote is able to achieve
speedups of up to 1.4x by vectorizing. Looking at the depth 5 dense nonhomogeneous
polynomials; we find that many of them are too small and irregular to admit any profitable
vectorization; in these cases, Coyote is correctly able to deduce that the scalar execution
strategy is optimal rather than attempting to vectorize and incur spurious rotations. Since
the generated vector code is identical to the scalar code for several of these, the average
speedup is very close to 1.0.

We find that both sparse and dense homogeneous polynomials see substantial benefits
from vectorization, with sparse polynomials having more speedup. This may seem surpris-
ing: dense homogeneous trees appear to be a best case scenario for vectorization, as all of
the operations can be perfectly packed together. However, the key to this result is that
rotations are expensive. The sparse trees have many vertices of arity 1—these operations do
not require any rotations to align their input operands. In contrast, the dense trees require

more rotations, canceling out the benefits from greater vectorization. This is further justifi-
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cation for Coyote’s design decision to focus on minimizing rotation in its schedule search. In
the light of this discussion, it is perhaps unsurprising that the dense trees (requiring more
rotation) with non-homogeneous operations (limiting vector packing) ultimately have the

lowest speedup.

3.4.6 Comparison to Hand-Optimized Schedules

To compare Coyote’s vectorized schedules to hand-optimized baselines, we compile three
kernels with Coyote: matrix/vector multiply, dot product, and point-cloud distance. Each
of these kernels has a well-known expert-optimized baseline implementation, which we also
implement in Coyote’s vector IR, before compiling both to C++ and measuring the time it
took to run each one 50 times. The results are shown in Table 3.2. For smaller sizes, we
see Coyote’s vectorization is capable of matching or even outperforming the expert-written
baselines, although on larger sizes the search space is often too big to automatically find the
expert schedules. Manually inspecting the generated code shows that this is usually because
the schedule Coyote generates used one or two more rotates than the baseline. In the case of
the dot product, the schedules Coyote finds all use the same number of rotates as the expert

schedule, but occasionally incur more blends.

Table 3.2. Coyote vectorization vs. expert-written code

Benchmark Coyote time (s) Expert time (s)

mv.2 2.37 2.51
mv.J3 3.3 3.9
mv.4 7.7 5.3
dist.3 3.5 3.2
dist.4 8.4 4.0
dist.b 15.3 5.5
dot.3 1.6 1.6
dot.6 2.9 2.2
dot.10 3.8 2.6
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3.4.7 Effects of Data Layout

To study the effects of different data layout choices, we vary the data layout in 3 x 3

matrix multiply:

Together: The matrices A and B are grouped into a single vector of 18 elements

Separate: A and B are grouped into individual vectors (this is the normal layout used in

benchmarking in Figure 3.6)

Rows/Cols: The rows of A are grouped into three separate vectors, as are the columns of

B.

Cols/Rows: The columns of A are grouped into three separate vectors, as are the rows of

B.

Individual: Each of the 18 entries are grouped into their own vector (note that this is
different from simply leaving them as free scalars, because this precludes Coyote from

choosing to put some of them on the same vector anyway).

In each layout, all the inputs are unreplicated. Figure 3.8 shows the results of this case
study. Interestingly, we find that grouping the matrices together yields greater speedups
than keeping them separate. When multiple entries are on one vector, Coyote can arrange
the elements such that rotating one automatically gives useful rotations of the others. By
contrast, when each entry is on a separate vector, every rotation must necessarily be done
separately, so that schedule ends up with much more overhead. In particular, we find that

indiv requires more than twice as many rotations as together.

3.4.8 Effects of Search and Co-Optimization

We would like to know how effective Coyote’s schedule search is, and in particular, how
good of a job it does at optimizing the data layout and schedule together. To test this, we
compile the 5-point distances benchmark with three different levels of data layout by varying
the number of iterations of simulated annealing, and record the cost of the generated schedule

during each round of the search.
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Figure 3.8. Speedups for the five data layout case studies (higher is better).
Note that the second bar (“Separate”) corresponds to the leftmost bar of mm.3
in Figure 3.6.
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Figure 3.9. Schedule cost over time (lower is better) for different numbers of
simulated annealing iterations for data layout per step of scheduling.
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Table 3.3. Comparison of compilation time (seconds) and vectorization
speedup with vs. without synthesis timeouts.

Benchmark Timeout No Timeout
Time Speedup Time Speedup
dist.5.un 619 1.70 752 1.75
dist.5.partially 629 1.73 751 1.76
dist.5.fully 609 2.08 752 2.16
conv.4.2.un 97 1.75 122 1.78
conv.4.2.partially 80 3.12 102 3.19
conv.4.2.fully 71 3.21 87 3.15
conv.5.3.un 206 1.79 260 1.80
conv.b.3.partially 211 2.48 261 2.57
conv.b.3.fully 208 3.32 254 3.30
dot.3.un 10 2.11 13 2.15
dot.3.partially 10 2.11 13 2.13
dot.3.fully 10 2.12 13 2.14
dot.6.un 159 2.51 202 2.20
dot.6.partially 154 2.51 193 2.21
dot.6.fully 156 2.51 198 2.20
dot.10.un 254 2.21 320 2.75
dot.10.partially 257 2.15 323 2.77
dot.10.fully 251 2.27 311 2.74

Figure 3.9 shows the cost of the vector schedule over time for various levels of data layout.
The blue line depicts the schedule cost when we use 10k iterations of simulated annealing to
find an optimal data layout at each step; the orange line is 15k iterations and the green line
is 20k iterations. As expected, doing more iterations of simulated annealing has a large effect
on the efficiency of the final schedule, since we rely on the fact that the data layout being
used to guide each round of the search is close to optimal. In compiling all our benchmarks,

we use 20k iterations of annealing.
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3.4.9 Optimality Tradeoffs from Timeouts

The synthesis procedure we use for generating the final (aligned) schedule from a proto-
schedule uses iterative calls to an ILP solver that reduce the schedule height constraint until
hitting a timeout. This is to prevent the synthesis time from blowing up, but it does come
at the cost of sacrificing some optimality, since the solver might time out before finding the
smallest possible schedule. In this section, we investigate the extent to which this choice
matters by instead using a version of the scheduler that directly finds the minimal-height
schedule with no timeout. This approach guarantees that the synthesized schedules have

t.19 Table 3.3 summarizes the results. We see that compilation time increases

minimal heigh
with the optimal ILP, but speedups are comparable (sometimes faster, and even sometimes

slower, due to different blends).

3.5 Other SLP Vectorizers

VeGen [12] is a recent variant of SLP, introducing a notion of lane level parallelism that
encodes which lanes are performing which computations, allowing it to reason about rotation
costs when building vector packs. For example, VeGen can reason about the rotation costs
to pack together operands for an instruction into a temporary vector, and can use this to
decide whether or not packing those instructions is worth it. However, this reasoning only
happens locally, and VeGen does not incorporate information about how instruction packing
might affect later rotations.

goSLP [11] reasons about globally optimal packing, and finds lane placements that min-
imize data shuffling costs. However, there are assumptions baked into its cost model that
make it fundamentally unsuitable for the FHE setting. goSLP frames vectorization overhead
in terms of the number of pack and unpack operations incurred. For example, permuting the
slots of a single vector incurs one unpack, whereas blending the contents of N vectors (with-
out any permutation) incurs N unpacks. This cost model implicitly requires wide blends to

be more expensive than arbitrary permutations, almost the opposite of FHE’s cost model.

10+Note that because the alignment algorithm cannot account for blend costs—they arise after alignment—
the minimal height schedule may not be the minimal cost schedule.
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In FHE, blends are almost free (instantiated as cheap plaintext multiplies and ciphertext
adds) whereas a “bad” permutation can require O(n) rotates to realize. In other words,
goSLP will often forego a highly profitable schedule with many blends and few rotates, and
instead opt for a more conservative one. Additionally, goSLP does lane placement (permu-
tation selection) after finding vector packs, creating situations like the one described at the
beginning of this chapter, in which the ostensibly profitable packing does not admit a good

data layout. By contrast, Coyote’s cooperative scheduling strategy precludes this.
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4. COPSE

Not far from our young hero’s peaceful home
Lies the fair grove wherein he loves to roam.
Tho’ but a stunted copse in vacant lot,

He dubs it Tempe, and adores the spot

H.P. Lovecraft

In the previous chapter, we described a technique for adapting SLP-style vectorization
to the unique semantics and cost models of FHE computation. While SLP-style approaches
like Coyote excel at vectorizing straight-line code, in this chapter we turn our attention to
a class of problems they struggle with: decision tree inference. Traditional algorithms for
decision tree inference are inherently sequential, because the decision result at one branch
influences the control flow path that inference takes, and thus which other branches to try
(most modern SLP vectorizers choose to entirely avoid the problem of dealing with control
flow, and operate at the basic block level instead).

However, decision trees in FHE, and in particular ones in which the branching conditions
are private, look different: Because the party performing inference cannot access any private
branching conditions, all control flow in the tree must be linearized. A common approach to
control flow linearization is via the use of multiplezers (muxes), or special operations which
first fully evaluate the condition and all possible results of a conditional before obliviously
selecting the correct one.! This is equivalent to the approach taken by existing secure decision
tree inference systems like Aloufi, et. al [42]: Replacing each secure branch with a mux
transforms the decision tree into a large polynomial, which can then be evaluated using FHE
primitives. Unfortunately, the polynomials produced by this naive linearization are not easily
vectorizable (e.g., on the sort benchmark from the previous chapter, which is implemented as

a decision tree polynomial, Coyote achieves speedups of a mere 1.1x). Clearly, a linearization

14An example implementation of a mux encoding “if b then X else Y” is bX + (1 — b)Y. Notice the mux
evaluates b, X, and Y no matter what, whereas the conditional first evaluates b and then decides which
branch to take.
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strategy as unstructured as multiplexing is not well-suited to programs like decision trees;

can we do better?

COPSE

In this chapter, we present COPSE, a cryptographic abstraction specialized to the prob-
lem of vectorizing decision tree inference. COPSE leverages FHE’s “evaluate all paths”
semantics to relax the control flow dependences in traditional decision tree inference, and re-
structures the sequential algorithm into one that more readily maps onto existing vectorized
FHE primitives. The restructured computation occurs in four steps: a comparison step in
which all the branches are evaluated (in parallel), a reshaping step in which branch decisions
are shuffled into a canonical order, a level processing step where all decisions at a particular
depth of the program are evaluated, and an aggregation step in which the results from each
depth are combined into a final result.

In particular, this chapter makes the following contributions:

o A cryptographic abstraction that enables encoding decision forest inference in terms

of easily vectorizable FHE operations

e A compiler that lowers decision forest models down to this abstraction, as well as a

runtime that encrypts compiled models and executes secure inference queries

e An analysis demonstrating that our approach produces low-depth FHE circuits that

make effective use of ciphertext packing

Additionally, conduct a sensitivity analysis and find that while there is a linear relationship
between level processing time and the number of branches in the program, some of the
work (such as the comparison step) is done only once and takes a constant amount of
time regardless of the model size. We also train our own models on several open source
ML datasets and show that our compiler not only generates FHE circuits that perform
classification several times faster than previous work, it can also easily scale up to much

larger models by exploiting the parallelism we get “for free” from this restructuring.
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While there are FHE schemes that allow for three distinct parties (the server, the model
owner, and the data owner), either by using multi-key constructions or by using some pro-
tocol to compute a secret key shared between the data and model owners, neither option is
currently implemented in HElib (as of version 1.1.0). Therefore, we test our benchmarks on
scenarios in which there are only two real parties: either the model and data owners are the
same party offloading computation, or the server also owns the model and allows the data

owner to use it for inference.

4.1 COPSE Overview

This section gives a high level overview of the vectorizable decision forest evaluation
algorithm before diving into the details. We will use the decision tree in Figure 2.1 as a

running example to illustrate these steps.

4.1.1 The Players

The algorithm deals with three abstract entities: the model owner (Maurice), the data
owner (Diane), and the server that performs the computation (Sally). These could cor-
respond to different physical parties who want to conceal information from each other, or
multiple entities could map to the same physical party (for example, the same party could
own the model and the server). Section 4.6 discusses the security implications of different
configurations. The three entities each own different components of the system, and work

together to evaluate a decision forest for a set of features.

1. Maurice owns a decision forest model for which the features and labels are public, but

he wants to keep the shapes of the trees and their threshold values secret

2. Diane owns several feature vectors that she wants to classify using the model owned

by Maurice

3. Sally owns no data but possesses computational power and allows Maurice and Diane

to offload their computations to her.
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Figure 4.1. High-level COPSE system workflow. Yellow components and
data are Maurice’s responsibility. Red components are Sally’s. Green compo-
nents are Diane’s. Shaded boxes represent encrypted data.

4.1.2 The Workflow

Figure 4.1 shows a high level overview of the COPSE workflow. The COPSE system
consists of two main components: a compiler used by Maurice, and a runtime used by Sally.

Once Maurice has trained a decision forest model, he uses the COPSE compiler to gen-
erate an encrypted and vectorized representation that he can send to Sally, who can then
accept inference queries, and use the COPSE evaluation algorithm (summarized next) to
make classifications. When Diane wants to make a query, she first encrypts her features and
then sends them to Sally, who uses the COPSE runtime to classify them against Maurice’s
encrypted model. Sally then sends the encrypted classification result back to Diane, who

can then decrypt it and send additional inference queries to the model if she wishes.

4.1.3 The Evaluation Algorithm

The multi-party evaluation algorithm proceeds in the following steps:
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Step 0: Features

First, Maurice reveals the maximum multiplicity of any feature in a tree of the model to
Sally, who then reveals it to Diane to enable the latter to set up an inference query. In the
example in Figure 2.1, this is 3, which corresponds to the feature y, as it shows up in dj,
dy, and dy, whereas x only shows up in d; and d3 (and hence has a multiplicity of 2). Diane
then replicates each feature in her feature vector a number of times equal to this maximum
multiplicity (for instance, yielding [z, z, z,y,y, y]), encrypts the replicated vector, and sends

it to Sally.

Step 1: Comparison

Maurice uses the COPSE compiler to construct a vector containing all the thresholds in
the tree, grouping together thresholds from decision nodes that use the same feature. This
threshold vector is padded with a sentinel value S, as shown in Figure 4.2a, for when a
feature has less than the maximum multiplicity, so that the threshold vector, representing
the decision nodes in the forest, and Diane’s feature vector are in one-to-one correspondence.
Once this threshold vector is constructed, Maurice sends it to Sally. To perform inference,
Sally pairwise compares the vector to Diane’s encrypted feature vector to get the results
of every threshold comparison, as illustrated in Figure 4.2b. Each element in the decision
result vector is either a sentinel or corresponds to one of the decision nodes in the original
tree. Note that this thresholding happens in a single parallel step regardless of the number
of branches in the tree, as both Diane’s features and the decision tree thresholds are packed

into vectors.

Step 2: Reordering

Once Sally produces the decision vector, as in Figure 4.2b, she reorders all the branch

decisions so they correspond to a pre-order walk of the tree, and removes the sentinel values.
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Figure 4.2. Illustration of vectorized comparison step

Step 3: Level Processing

Now that the decision results are in a canonical order, each level (counting up from the
leaves) can be processed separately. At each level of the tree, Sally construct a binary mask
encoding for each label whether it is downstream of the true or false branch at that level.
Figure 4.3 shows how Sally processes levels 1 and 2. The nodes colored in blue are the
nodes at that level, while the labels colored in green correspond to a 1 in the mask and are
downstream of the “false” branch, and those in red correspond to a 0 in the mask and are
downstream of the “true” branch. Note that d, is treated as part of level 1 and 2. This is
because labels Ly and Ls are shallower than the other labels. Hence, d, is treated as though
it exists at its own level as well as all lower levels.

Consider Level 1. Labels Ly, Lo, and L, correspond to the ‘false’ branch for these
decisions, and labels Ly, L3, and L5 correspond to the ‘true’ branch. The decision results
corresponding to that level are picked out of the vector from step 2 and XOR’ed with the mask
to yield a boolean vector encoding whether each label could possibly be the classification
result given the decision results at that level (in other words, for the i label to be possible,

the i’ entry in the XOR’ed vector must be true).
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Figure 4.3. Each level is processed individually

Step 4: Accumulation

Finally, once these vectors are collected for each level, Sally simply multiplies them all
together to get a final label mask. As illustrated in Figure 4.4, an entry in this final vector is
true if all the corresponding entries from the XOR’ed level vectors were true; this can only
be true when the corresponding label is, in fact, the result returned by the decision tree.
Note that the return value of the evaluation algorithm is not a single label but rather an
N-hot bitvector with a single bit turned on for each tree. Section 4.3 discusses the reasoning

behind this design choice, and Section 4.6.1 addresses the privacy implications.
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Figure 4.4. Level vectors are multiplied to yield the final result

A key point to notice about this algorithm is its inherent parallelizability, as each level
can be processed entirely independently of the others. Another advantage is that all the
computation at a given level can be packed into vectorized operations, as discussed in Sec-
tion 2.3.1, which exposes even more algorithm-level parallelism. Finally, since all these steps
are performed on encrypted data using FHE, nothing about the model is revealed to Diane
or Sally aside from the maximum multiplicity, and nothing about the Diane’s feature vector
is revealed to anybody. Section 4.3 formalizes and describes in greater detail the exact prim-
itives used to carry out this algorithm, and Section 4.6 informally discusses how configuring

the FHE primitives in different ways yields different security properties.

4.2 Definitions & Preliminaries
4.2.1 Properties of Decision Trees

Decision Forest:

Consider a decision forest model M consisting of trees T7,...,Ty. Each tree T} consists
of a set of branches B; (the interior nodes) and a sequence of labels L; (the leaves). The
labels in the sequence do not necessary have to be unique. We index all the branches in
a tree by enumerating them in preorder; this indexing can be easily extended to the entire
forest by not starting the count over for each new tree. The labels of the forest are similarly

(separately) indexed.
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All the data of a decision forest except for its branching structure is encoded in three
vectors: x, f, and t. Let x = (z1,...,2,) be the set of features. Then f is the vector
encoding which feature is compared against at each branch, and t is the threshold at each

branch. For instance, if the branch B; has the condition z3 < 100, then f; = 3 and t7 = 100.

Properties of Nodes:

Each node in the tree has a level, which is the number of branches on the longest path
from the node to a label (including itself; the level of a label node is 0), a downstream set,
which is the set of all labels reachable from this node, and a width which is the size of the
downstream set. An important consequence of these definitions is that, given a level d and
a label Lj;, there is a unique branch node B;j at level d that has L; in its downstream set.
To see why this is the case, consider two distinct nodes B;j and By that contain L; in their
downstream set. One of the two must be an ancestor of the other, since each node has a

unique parent; thus, they cannot have the same level.

Properties of Models:

We define the multiplicity x; of a feature z; to be the total number of times it appears
in the model (in other words, &; is the number of times i appears in the vector f). In the
example tree in Figure 2.1, k, = 2 and k, = 3. The mazimum multiplicity K of a forest is
the maximum multiplicity of all its features (for the example tree, K = 3).

The branching b of a model is the total number of branch nodes it has; this is equivalent to
the sum of the multiplicities for each feature, which in the example is b = k, +k, = 2+3 = 5.
The quantized branching q is the product of the K and the total number of features; in other
words, it is the branching if every feature had maximum multiplicity. In the example, since

K = 3 and there are two features, ¢ = 6.
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4.2.2 Data Representation and Key Kernels

Representing Non-integral Values

Rather than try to securely perform bit operations on floating point numbers, we instead
represent decision thresholds as fixed-point values with the precision p known at compile-
time. A vector of k fixed-point values with precision p is represented with p bitvectors each
of length k, with vector i holding the i*" bit of each element of the original vector. This
peculiar “transposed” representation makes vectorizing computations easier later, allowing

us to treat each bit independently while still performing comparisons in parallel.

Integer Comparison

We use the SecComp algorithm described by Aloufi, et. al [42]. Each “bit” of the values
being compared is actually a bitvector packed as described above. The SecComp algorithm

compares two equal-length bitstrings  and y lexicographically.

Matrix Representation

Matrices are represented as vectors of generalized diagonals. The i" generalized diagonal

d; of an m X n matrix A is a vector defined as follows:

di - (A0,17 Al,i+17 s 7An—i,n) An—i—l—l,Ou o 7Am,(m+i)m0dn)

Intuitively, this is the diagonal with an offset of i columns, wrapping around to the first
column when necessary. For an m x n matrix there are always n generalized diagonals, each

of which has length m.

Matrix Multiplication

The diagonal representation described above makes matrix/vector multiplication easier.
To multipliy an m x n matrix M by an n x 1 vector v, we use the algorithm described by

Algorithms in HELib [39]. The i** diagonal of M is multiplied component-wise by the vector
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v rotated i slots. When m # n, the width of these two vectors will not be the same. If
m > n, v is cyclically extended (e.g. [x,y,z] becomes [z,y,z,2,y,2,...]). fn >m, vis
truncated after rotating. The vectors resulting from each such product are summed. This
has the advantage of having a constant multiplicative depth of 1 regardless of the size of the

matrix or vector.

Classification Result

The classification result is encoded into a bitvector with one slot for every label node in
the forest. A slot in the bitvector holds a 1 if the corresponding label was the one chosen by
its tree, and a 0 otherwise; in a forest with NV trees, N slots in the bitvector will be set to 1.

Note that this approach to generating the results yields the classification decision of
each component decision tree, rather than just the plurality classification. COPSE chooses
the former approach as one point in the tradeoff space between efficiency and privacy, as

discussed in Section 4.6.2.

4.3 The COPSE Algorithm
4.3.1 Algorithmic Primitives

Padded Threshold Vector

To carry out the comparisons in parallel, all the decision thresholds in the forest need
to be packed into a single vector that is in one-to-one correspondence with Diane’s feature
vector. This packed threshold vector is actually a sequence of p bitvectors packed according
to the description in Section 4.2.2, where p is the chosen fixedpoint precision (the it* bitvector
contains the i bit of each threshold). To prevent Diane from learning the exact structure
of the decisions (i.e. which feature is thresholded against at each node of the forest), we
group the thresholds in the vector by the feature they correspond to (so all the x1’s go at the
beginning, followed by the z5’s, and so on). Revealing some information about how many
times each feature is in the forest (in other words, k;) is, of course, unavoidable. We limit

the scope of this information leak by only revealing the maximum multiplicity K of all the
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features; for any feature with fewer than K occurences, the threshold vector is padded with
some sentinel value S until its effective multiplicity is K. Our implementation chooses S = 0,
but the exact value does not matter as the results from comparisons against a sentinel are

removed later anyway.

Reshuffling Matrix

Once a boolean vector is produced containing the decision result for each node of the
forest, it must be rearranged to correspond to the order of the branch enumeration. This also
means removing the slots in the vector resulting from comparing against one of the sentinels
used to pad the thresholds. In order to encode this reshuffling and sentinel removal, we
construct a binary matrix R that, when multiplied by the decision result vector, produces a
new vector with the results sorted correctly. The matrix R has a 1 in row i and column j if
the j'* element of the padded threshold vector corresponds to the it branch of the decision
tree. This means that there is exactly one of these in every row of R, and at most one in

every column, with the empty columns corresponding to the indices of the sentinel values.

Level Matrices

A level matrix is constructed for each level of the forest up to its maximum depth. For
each label, the matrix at a given level selects the branch node above the label at that level.
In the case where there is no such branch (for instance, there are branches above L, at level
1 and level 3, but none at level 2 in the example in Figure 2.1), the highest branch not
exceeding that level is selected (this is dy). The decision to do this is somewhat arbitrary;
we could have just as easily chosen to use a higher level branch (such as dy) instead, since
what really matters is that every branch is represented in at least one of the levels. The level
matrices are, like the reshuffling matrix, boolean matrices. A level matrix has a 1 in row i
and column j if the branch node with index j is the one above the label node with index i at
that particular level (or when no such branch exists, if it is the chosen replacement). Each
row of the matrix has exactly one, and the number each column has is equal to the width of

the corresponding branch.
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Level Masks

For each level matrix there is a corresponding “mask,” which is a boolean vector that
encodes whether each label is on the “true” or “false” path from that level. For each label,
we look at the corresponding branch above it (the same one determined by the level matrix).
If the label is under the “true” path of that branch, we put a 0 in the corresponding slot
of the mask vector; otherwise, we put a 1. Thus, given a vector of decision results for the
branches above each label, XOR’ing this vector with the “mask” yields a new vector which
has a 1 for any label that could be chosen by the decision result at that level. This means
that multiplying (or AND’ing) together each of these vectors would result in a 1 only for the
labels that each tree outputs.

4.3.2 Algorithm

The actual inference algorithm is implemented as vectorized computations using these
structures. The overall flow is shown in Algorithm 3. First, the SecComp [42] primitive is
applied to Diane’s feature vector (Feats) and the padded threshold vector from Maurice’s
model (Thresh), which produces a boolean vector of decision results and sentinels. This vector
is multiplied by the reshuffling matrix (Reshuf) using to produce a new boolean vector whose
decision results correspond exactly to the branches of the forest in a preorder enumeration.
For each level of the forest, the reshuffled vector is multiplied by the matrix for that level
(Lvls) and then added to the mask for that level (Masks). Finally, every such vector is
multiplied together to produce a single vector with a slot for each leaf node in the forest
(Labels). This vector is sent back to Diane for decryption. By expressing the entire algorithm
in terms of these vector operations and matrix multiplications, we are able to exploit a great
degree of parallelism, and effectively scale the secure inference process to larger models.

Our algorithm uses Aloufi et al’s SecComp [42] and Shoup’s MatMul [39] as subroutines.
The ability to express most of the computation in terms of MatMul is the key to the algo-
rithm’s vectorizability, since the MatMul routine is itself a set of parallel vector operations
with constant multiplicative depth. Performing the computation for each level of the tree at

once and then combining them all at the end lets us have a multiplication circuit that is only
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logarithmic in the forest depth, instead of the naive approach with linear depth. Section 4.5
discusses the complexity and multiplicative depth of both the primitives and the algorithm

as a whole in more detail.

Algorithm 3: Algorithm for vectorized inference
Input: Maurice: Thresh, Reshuf, Lvls, Masks
Input: Diane: Feats
Decisions - SecComp(Thresh, Feats);

Branches < MatMul(Reshuf, Decisions);
LvlResults <+ 0;
forall i <~ 1 to NumlLevels do

LvlDecisions <— MatMul(Lvls[i], Decisions);
L LvlResults]i] < LvlDecisions & Masks][i];

Labels <— MultAl1l(LvIResults);
Output: Labels

4.4 Compiler & Runtime

While the evaluation algorithm described above is effective at vectorizing the inference of
a decision forest, it is not the most natural way in which such models are usually expressed.
A compiler can solve this problem by taking a more natural representation of a trained
model and automatically generating a program that creates these vectorizable structures
and performs the inference algorithm. In this section, we discuss the implementation details

of such a compiler.

Input Representation

The input to the compiler is a serialized trained decision forest model. The format
consists of a line defining the label names as strings, followed by a line for each tree in the
forest.

Each leaf node outputs the index of the label it corresponds to. For every branch node,
the serialized output contains the index of its feature, the threshold value its compared to,

and the serializations of its left and right subtrees respectively.
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Compiler Architecture

COPSE is a staging metacompilation framework. The input to the first stage is a serial-
ized decision forest model. The COPSE compiler translates this to a C4++ program that uses
the vectorizable data structures described in Section 4.3.1, specialized to the given model,
and invokes the algorithmic primitives provided by the COPSE runtime. The generated
C++ program is then compiled and linked against the COPSE runtime library to produce
a binary which can be executed to perform secure inference queries.

Structuring COPSE as a staging compiler allows us to specialize the generated C++ code
by (1) choosing an appropriate set of encryption parameters for the model being compiled
and (2) selecting optimal implementations for the algorithmic primitives given the FHE
protocol and implementation used by the runtime. In our sensitivity analysis in Section 4.7,
we performed a sweep over the possible encryption parameters and found that for the models
we were compiling, a single set dominated all the others. Since COPSE is currently targeted
only to use the BGV implementation in HEIib, a single set of optimal implementations is
used for all the primitives. However, if COPSE were to use a different protocol and backend
(for instance, SEAL and CKKS), these choices could matter and the staging compiler could

appropriately tune the parameters and implementations.

COPSE Runtime

The runtime has datatypes that represent both plaintext and ciphertext vectors and
matrices, as well as the parties playing the role of model owner (Maurice), data owner (Diane),
and evaluator (Sally). It also exposes primitives to encrypt and decrypt models and feature
vectors, and securely execute an inference query given an encrypted model and encrypted
feature vector. The programmer can use these datatypes to encode their application logic,
and then link against the generated C++ code to produce a binary that securely performs
decision forest inference.

We use the HEIib library [43] with the BGV protocol [44] as our framework for homo-
morphic encryption. This library provides low-level primitives for encrypting and decrypting

plaintext and ciphertexts, homomorphically adding and multiplying ciphertexts, and gen-
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erating public/secret key pairs. HElib also supports ciphertext packing which gives us the

vectorizing capabilities we need.

4.5 Complexity Analysis

This section characterizes the complexity of COPSE. This complexity is parameterized on
various parameters of the decision forest model: the number of branches b, the total number
of levels d, the fixedpoint precision p, and the quantized width ¢. (Definitions of these
parameters can be found in Section 4.2.1.) The complexity of FHE circuits is characterized
by two elements: (1) the number of each kind of primitive FHE operation and (2) the
multiplicative depth of the FHE circuit. The former captures the “work” needed to execute
the circuit. The latter, characterized by the longest dependence chain of multiplications in
the circuit, determines the encryption parameters needed to evaluate the circuit accurately
(higher multiplicative depth requires more expensive encryption, or bootstrapping).

The FHE operations used to express the amount of work are: (1) Encrypt, which produces
a single ciphertext from a plaintext bitvector; (2) Rotate, which rotates all the entries in a
vector by a constant number of slots; (3) Add, which computes the XOR, of two encrypted
bitvectors; (4) Multiply, which computes the AND of two encrypted bitvectors, and (5)
Constant Add, which computes the XOR of an encrypted bitvector with a plaintext one. The
Multiply operation incurs a multiplicative depth of 1, and all the rest incur a multiplicative
depth of 0.

Table 4.1 characterizes the steps of the COPSE algorithm, in terms of the number of
FHE operations and their multiplicative depth, as well as the cost of encrypting the data
and models (which do not factor in to multiplicative depth, as they are separate from the
circuit). Table 4.2 shows the overall cost of COPSE, including combining the multiplicative
depths of the individual steps according to their dependences in the overall circuit. Note
that the cost of processing a single level is incurred d times, but the level processing steps
occur in parallel in the FHE circuit, so altogether the level processing only contributes 1 to

the multiplicative depth.
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Table 4.1. Operation counts and multiplicative depth for COPSE

(a) Complexity for Secure Comparison (b) Complexity for processing a single level (re-
peats d times)
Operation Number of Ops
Add Ap—2 Operation Number of Ops
Constant Add p Rotate b
Multiply plogp+3p —2 Add b+1

Multiply b

Multiplicative depth: 2logp + 1
Multiplicative depth: 1

(¢) Complexity for accumulating results from all (d) Complexity for encrypting model
levels

Operation Number of Ops
Encrypt  p+q+db+1)

Operation Number of Ops
Multiply — 2d — 2

Multiplicative Depth: logd

(e) Complexity for encrypting data

Operation Number of Ops

Encrypt 1
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Table 4.2. Total Evaluation Complexity

Operation Number of Ops

Encrypt l+p+qg+db+1)

Rotate q -+ db

Add dp—2+4+q+db+1)
Constant Add p

Multiply plogp +3p+q+db+2d —4

Multiplicative Depth: 2logp + logd + 2

Table 4.3. Data revealed to each notional party in two-party configurations
Scenario  Revealed to S Revealed to M Revealed to D

SSM=D q, b, d 0 ]
S=MD ] 0 K, b
S=D,M qb K,d 0 q, 0, K

Table 4.4. Data revealed to each party in three-party configurations

Scenario Revealed to S Revealed to M Revealed to D
S, M, D, no collusion q,b,d, K 0 K, b

S, M, D, S colludes with M everything everything K, b

S, M, D, S colludes with D everything 0 everything

4.6 Security Properties

This section describes the various security properties of decision forest programs built
using COPSE. Section 4.6.1 discusses information leakage between the parties, while Sec-

tion 4.6.2 discusses the privacy implications of different design decisions in COPSE.

4.6.1 Information Leakage

COPSE has three notional parties: the model owner Maurice, the data owner Diane,
and the server Sally. Maurice owns 7, £, R, m, ¢, b, and K, while Diane owns the feature

vector f. Sally owns nothing.

80



Two Physical Parties

FHE is inherently a two-party protocol, so although the secure inference problem has
three notional parties, our system focuses on the cases where there are only two physical
parties (i.e., two of the notional parties are actually the same person). There are three

scenarios:

1. Where M = D:; for instance, if the model and data are owned by the same party,
which offloads the inference to an untrusted server. This is the standard “computation

offloading” model used by most FHE applications [9, 10, 18].

2. Where M = S; if the model is stored on some server which allows clients to send

encrypted data for classification

3. Where D = S; if the model is trained and sent directly to a client for inference, but

the client must be prevented from reverse-engineering the model.

In Table 4.3 we describe what data is explicitly revealed or implicitly leaked to each
party. When M = D, obviously neither party can leak information to the other. However,
because matrices are encrypted as a vector of ciphertexts with one per column (diagonal),
S learns the number of columns in each matrix. This translates to learning the number of
branches b from each level matrix £, and learning the quantized width ¢ from the reshaping
matrix R. Furthermore, since the level masks and matrices are stored separately, S also
learns the maximum depth of the forest.

When S = M, neither S nor M can leak information to each other. However, M must
explicitly send the value of K to D to get feature vectors with the right padding. When
the inference result is sent back, D also learns b+ 1, as it is the length of the final inference
vector.

When S = D, once again neither S nor D leak information to each other. However, this
time M not only reveals K and b to both S and D the same way as in case (2), but ¢ is also

leaked through the widths of the matrices, as well as d.
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Three Parties

When S, M, and D are separate physical parties that do not collude, M necessarily
leaks to S the values of b, ¢, and d, as well as revealing K. S then reveals K to D, and
M leaks b to D. Even though M and D use the same key pair, because neither colludes
with S, neither ever gets access to the other’s ciphertexts, and privacy between the two is
therefore preserved. However, if one of the parties does collude with S, they gain access to
the other party’s ciperhtexts which can then be easily decrypted. Thus in the case where
there is collusion between M or D and S, everything is leaked. Table 4.4 summarizes these
results.

Since it is difficult to convince both M and D that the other is not colluding with S, we
see that attempting to run this protocol with three physical parties using single-key FHE
is unreasonable. There has been a lot of prior work on multikey FHE schemes [29, 30] and
threshold FHE, which uses secret sharing to extend single-key FHE to work in a multiparty
setting [28]. These schemes act as “wrappers” that construct a new, joint key pair for FHE
(in this case shared by D and M), and hence can be applied directly to COPSE at the cost
of introducing additional rounds of communication and additional encryption/decryption

steps.

4.6.2 Security Implications of COPSE design

The design of COPSE admits different points in the design space that trade off security

and performance. Here, we discuss the implications of the design points that we chose.

Feature Padding

Choosing to have Diane replicate and pad her feature vector is a tradeoff we make between
the performance and security of COPSE. To avoid requiring Diane to do any preprocessing
beyond replicating her feature vector, we would need to explicitly reveal the multiplicity of
each feature used in the model. By requiring the feature vector to be padded, we only reveal

the maximum feature multiplicity of the model must be explicitly revealed.
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We could even avoid revealing the exact maximum multiplicity, and instead only reveal an
upper bound, simply by adding several extra sentinel values to each feature in the threshold
vector. The performance overhead of this would be minimal, except a slightly more expensive
matrix multiply to remove the extra sentinel values (the size of this overhead scales with
how loose the given upper bound is).

To avoid leaking any multiplicity information, we could also relax the requirement that
the Diane replicate her features at all, instead accepting a vector that lists each feature once,
and requiring that the server carry out the necessary replication directly on the ciphertext
vector. While this does prevent Diane from learning anything about feature multiplicities in
the mode, it has the effect of replacing several (cheap) plaintext replication operations with

their equivalent ciphertext ones, which are much more expensive.

Returning Classification Bitvectors

Returning the bitvector of classification results rather than accumulating them to return
a single label leaks some information about the structure of the model to Diane.

First, it requires a “codebook” (i.e. a map from each position in the bitvector to the
label it represents) to be revealed to Diane. This reveals the order of the labels in the
constituent trees of the forest (though not the “boundaries” between the trees). It is possible
to avoid leaking the order of the label nodes by first having the server generate a random
permutation to apply to the decision result bitvector (via a plaintext matrix/ciphertext
vector multiplication), then applying the same permutation to the codebook.

Shuffling the codebook still reveals information about the model structure; in particular,
it leaks how many leaf nodes correspond to each label. For instance, knowing whether a
particular label is output by most of the leaves in the forest versus only being output by
a single leaf potentially reveals something about how “likely” that label is to be chosen.
This can also be avoided if the server pads both the codebook and the classification result
bitvector with random extra labels before returning both of them; this step can be folded

into the shuffling step as well, so it has minimal extra cost.
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COPSE currently assumes that the codebook is already known to Diane, and performs
neither shuffling nor padding.

Another data leak is the label result chosen by each tree. In other words, Diane learns
that, for instance, two trees chose X and three chose Y, rather than simply learning that the
final classification is Y. This is an unavoidable consequence of COPSE’s design of returning
a bitvector of results rather than performing the reduction server-side. The effect of this
design is to put the burden of accumulating all the chosen labels into a single classification
on Diane. Doing so necessarily requires revealing all the chosen labels.

Accumulation could be done by Sally to avoid this leak, at the cost of expensive ciphertext
operations, including potentially multiple interactive rounds to change the plaintext modulus
and count up the occurrences of each label. Thus, while this design is somewhat more secure,

it adds communication complezity in addition to computational complexity.

4.7 Evaluating COPSE

We evaluate COPSE in several ways. First, we evaluate how well COPSE performs
against the prior state-of-the-art in secure decision forest inference, Aloufi, et. al [42].. This
evaluation looks at sequential and parallel performance, and focuses on the classic, offloading-
focused privacy model where the model and data are owned by one party, and the server
is another party (see Section 4.6). Second, we consider COPSE’s ability to handle different
party configurations, in particular, when the server and model are owned by one party, and
the data by another. Finally, we use microbenchmarks to understand COPSE’s sensitivity

to different aspects of the models: depth, number of branches, and feature precision.

4.7.1 Benchmarks, Configurations, and Systems

To evaluate COPSE, we synthesized several microbenchmark models that varied the
number of levels, number of branches, and the bits of precision used for expressing thresholds.
We use these microbenchmarks both for performance studies (this section) and for sensitivity
studies (Section 4.4). In addition to microbenchmarks, we obtained open-source ML data

sets to train decision forests for real-world benchmarks, income [45] and soccer [46]. We
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used the scikit-learn library [47] to train random forest classifiers on these data sets. For
each of the real-world data sets, we generated two differently-sized models (suffixed 5 and
15), reflecting the number of decision trees comprising each forest.

Configuring HELib involves setting several encryption parameters: the security parame-
ter, the number of bits in the modulus chain, and the number of columns in the key-switching
matrices. Increasing the security parameter results in larger ciphertexts, increasing security
and computation time; increasing the number of bits in the modulus chain increases the
maximum multiplicative depth the circuit can reach; and changing the number of columns
in the key-switching matrices affects the available vector widths. We performed a sweep over
the range of possible encryption parameters for our models, and found a single set of param-
eters that worked sufficiently well. Table 4.5 lists the encryption parameters we used. (Note
that it is possible that for other models, or other FHE implementations, other parameters
will be superior; autotuning these parameters can be incorporated into the staging process,
as described in Section 4.4.)

All experiments were performed on a 32-core, 2.7 GHz Intel Xeon E5-4650 server with
192 GB of RAM. Each core has 256 KB of L2 cache, and each set of 8 cores shares a 20 MB

last-level-cache.

Table 4.5. Optimal encryption parameter values

Parameter Value
Security Parameter 128
Bits 400
Columns 3

4.7.2 COPSE Performance

Our first evaluation focuses on the sequential and parallel performance of COPSE. Our
baseline for COPSE is the state-of-the-art approach for performing secure decision forest
evaluation in FHE, by Aloufi, et. al [42]. Because Aloufi et al’s implementation was not
available, we implemented their algorithms ourselves. We made our best effort to opti-

mize our reimplementation, including introducing parallelism with Intel’s Thread Building
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Blocks [48] (indeed, our implementation appears to scale better than Aloufi et al’s reported
scalability). Crucially, both our baseline and COPSE use the same FHE library, and the
same implementation of SecComp, which was introduced by Aloufi, et. al [42]..

We evaluated both implementations on two primary criteria: how quickly the compiled
models could execute inference queries, and how effectively COPSE was able to take advan-
tage of parallelism to scale to larger models. For each model, we performed 27 inference
queries, in both single-threaded and multithreaded mode. We report the median running
time across these queries (confidence intervals in all cases were negligible).

Figure 4.6 shows the relative speedups over prior work for each model compiled using
COPSE. We see that we have a substantial speedup over the baseline, ranging from 5x to

over 7x, with a geometric mean of close to 6x.
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Figure 4.5. Run time of microbenchmarks
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Multithreading

Next, we ran inference queries on the models with multithreading enabled. For all queries,
we ran the systems using 32 threads. While the individual queries were mutithreaded, they
were still executed sequentially one after another.

Figure 4.7 shows the multithreaded speedup of COPSE over single-threaded COPSE.
Note that in this study, we evaluated even larger models for our real-world datasets, as
COPSE is able to evaluate these in a reasonable amount of time while our baseline is not.
We see that while parallel speedup for the microbenchmarks is relatively modest (around
2.5x), parallel speedup for the real-world models is much better (almost 5x), as we might
expect: the real-world models are larger, and present more parallel work.

Figure 4.8 compares COPSE’s parallel performance to our baseline. We note that it ap-
pears that COPSE scales worse than the baseline (if they scaled equally well, the speedups in
Figure 4.8 would match the speedups in Figure 4.6). The source of this seeming shortcoming
is subtle. COPSE’s design makes heavy use of ciphertext packing to amortize the overheads
of FHE computation. This ciphertext packing essentially consumes some of the parallel work
in the form of “vectorized” operations, even in the single-threaded case, leaving the COPSE
implementations with less parallelism to exploit using “normal” parallelization techniques.
In contrast, all of these parallelism opportunities can only be exploited by multithreading
in the baseline (and recall that our baseline implementation appears to scale better than
the original implementation). We can observe this effect by noting that the gap in scaling is
smaller for the larger, real-world models (income5 and soccer5): there is more parallelism to

start with, so even after ciphertext packing, there is more parallelism for COPSE to exploit.

4.7.3 Different Party Setups

As discussed in Section 4.6, the two-party setup used by COPSE admits different config-
urations for the identities of these parties. We would expect to see speedup if Maurice and
Sally are the same party (so the models can be represented in plaintext) compared to when
Maurice and Diane are the same party (o the model has to be encrypted). Figure 4.9 shows

the speedup of inference when using the second configuration (plaintext models) versus the
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Figure 4.6. Speedup of COPSE-compiled models over our implementation of
Aloufi, et. al [42] when both are single-threaded. The number on top of each
bar is the median running time (in milliseconds) for that model using COPSE.

Table 4.6. Microbenchmark specifications

Model name Max. depth Precision # of trees # q of branches

depth4 4 8 2 15
depthb 5 8 2 15
depth6 6 8 2 15
width55 5 8 2 10
width78 5 8 2 15
width677 5 8 3 20
prec8 5 8 2 15
precl6 ) 16 2 15

first (ciphertext models). As expected, we see that plaintext models result in substantial

speedups of roughly 1.4x.

4.7.4 Evaluation on Microbenchmarks

To better understand the different components of COPSE, we used eight randomly-
generated forests with different properties: feature precision, maximum levels, number of
trees, and number of branches. The details on the size of each forest can be found in Table 4.6.

Every forest had 2 features and 3 distinct labels. Figure 4.5 shows the median running time
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Figure 4.7. Speedup that COPSE-compiled models experience when multi-
threaded instead of single-threaded. The number on top of each bar is the
median run-time (in milliseconds) for multithreaded inference.

for each model, broken down by the time each step took (comparison, reshuffling, processing
levels, and aggregating). To facilitate comparison, each sub-figure compares models that are

similar except for a particular parameter under test.

Effects of depth

Figure 4.5a shows models that differ in terms of tree depth. Comparison and reshaping
times are largely unaffected by the maximum forest depth, whereas the total level processing
time increases approximately linearly. Aggregation time is logarithmic in depth, but this is
negligibly small compared to the rest of the evaluation. This makes sense because at each

depth level there is approximately an equal amount of work to be done.

Effects of branching

Figure 4.5b shows models that differ in terms of number of branches. While the com-
parison time is unaffected by branching, both the reshaping time and total level processing

time are. The relationship between branching and reshaping is close to linear, as reshaping
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Figure 4.8. Speedup of COPSE-compiled models over our implementation of
Aloufi, et. al [42]. when both are multithreaded. The number on top of each
bar is the median run-time (in milliseconds) for multithreaded COPSE.
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Figure 4.9. Speedup of inference queries executed on plaintext models (when
Maurice = Sally) compared to encrypted models (when Diane = Maurice). The
number on top of each bar show the median inference run-time (in milliseconds)
on the plaintext models.

actually depends linearly on the quantized branching. By contrast, the total level processing
time is directly proportional to the number of branches. This is because the matrix at each

level has a number of columns equal to the number of branches. Thus for a model with twice
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as many branches, the corresponding matrices will be twice as wide and take twice as long

to process without multithreading.

Effects of precision

Finally, Figure 4.5¢ shows models that differ in terms of feature precision. Reshaping,
level processing, and aggregation are, as expected, unaffected by changing the model pre-
cision. However, as suggested by the complexity analysis in Section 4.5, comparison time
increases super-linearly with precision. This superlinear relationship is evident from the data

in Figure 4.5c.
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5. COIL

To die, to sleep—

To sleep—perchance to dream: ay, there’s the rub,
For in that sleep of death what dreams may come
When we have shuffled off this mortal coil,

Must give us pause.

William Shakespeare

The previous two chapters have explored compiler cryptosystem co-design from two dif-
ferent angles. In Chapter 3, we used Coyote to show how to adapt compilation techniques
like SLP vectorization to FHE programs; i.e., “compilers for crypto”. In Chapter 4, we
demonstrated how using the correct abstractions at the cryptographic level enables us to
build even more productive compilers; i.e., “crypto for compilers”. In this chapter, we finally
unify these two perspectives, in a rather literal way, with COIL: a compiler for homomorphic

circuits with control flow.

Oblivious Control Flow

We begin the discussion by recalling an observation made in the previous chapter: We
can often improve upon an unstructured linearization strategy like multiplexing by taking
advantage of some structure present in the control flow of the source program. While COPSE
does this to exploit the vectorizability of the decision tree structure, in this chapter we extend
these ideas to apply to a more general class of programs by describing an alternative to the
usual “muxing” strategy. We introduce an intermediate representation (IR) called path
forests (Section 5.2). The path forest IR annotates each possible control flow path through
the program with the conditions necessary to witness that path. In other words, the path
forest IR keeps track of conditions throughout the program instead of only using them at
the end of divergent control flow like in a mux network. This distinction, while minor,
is crucial, as it enables path-dependent optimizations such as pruning (removing code for

computations that cannot happen) and specialization (instantiating ciphertexts whose values
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are constrained along each path). Pruning and specialization can be thought of as versions

of dead code elimination and constant propagation that take into account path-dependent

information. These are particularly effective in the FHE setting because of the performance

benefits of removing ciphertext computation (Section 5.5.3 discusses this further).

For example, consider the following code snippet which takes two ciphertext inputs, x

and y:

if (x -1 < y) {

z = 1;
} else {
z = 2;
}
if (x <y + 1) {
w =z + 3;
} else {
w =2z - 3;

Naively transforming this into a mux network yields!:

z = mux(x - 1 <y, 1, 2);

mux(x <y + 1, z + 3, z - 3)

In contrast, the path forest encoding of the above snippet looks? like:

[x -1 <yl [x y o+
x-1<yl [x >y +
x-12>y]l [x <y +
x-12>y]l [x >y +

Notice that in the latter encoding,

1]
1]
1]
1]

z

z

Z

Z

w

w

W

w

=z + 3;
=z - 3;
=z + 3;

=z - 3;

the middle two paths can immediately be identified

as unreachable (because of the mutually exclusive conditions), and pruned from the forest.

Furthermore, while the mux network requires the operations z + 3 and z — 3 to be done

securely since z is a ciphertext, the path forest allows them to be specialized to plaintext

values and done in the clear since the value of z is known along each path. Note that

11The remainder of this chapter adopts the convention of underlining ciphertext values in all code snippets.
21For ease of presentation, the path forests in the examples are written differently from the formal grammar

defined in Figure 5.5
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specializing to plaintext does not leak any information to the evaluator, as every path is still
evaluated. After applying these two optimizations, the path forest becomes:

x-1<yl x<y+ 1] z = 4;

I
-
=

x-1>y]l [x>y+ 1] =z

]
[\
=

= —1;

This can now be converted back into a mux network for evaluation:

(z, w) = mux(x -1 <y, (1, 4), (2, -1))

Representing the program as a path forest has another important consequence: Because
all of the branching conditions are pulled out to the top, we can now represent the path
forest as a decision tree (Section 5.2.6). In particular, this means that instead of resorting
to evaluating the final forest with a mux network as above, we can now appeal to the more
sophisticated decision tree inference algorithm we developed in the previous chapter! In fact,
as we discuss in Section 5.4.4, the ability to use COPSE here contributes substantially to

our performance improvements.
5.1 COIL Overview

Plaintext Ciphertext
inputs inputs

Stage 1: E’artlal Stage 2: (?ode Runtime: HElio
Evaluation Generation

Figure 5.1. COIL pipeline
Our goal is a compiler for FHE programs that contain oblivious control flow. Naively

Vectorized

Path forest FHE code

Program with
control flow

Computation
result

compiling control flow into muxes often yields poor results: it can obscure opportunities for
path-dependent optimization, and can produce expensive circuits that do not to scale. This
section outlines an alternative compilation technique for such programs based on path forests.
A path forest is a representation of all possible control flow paths through a program, where

each path is annotated with a sequence of conditions that must be true along it.
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1 let index = \(haystack, needle, cur) => {
2 if (cur < len(haystack)) {

3 if (needle == haystack[cur]) {

4 cur

5 } else {

6 index (haystack, needle, (cur + 1))
7 }

8 } else {

9 len(haystack)

10 }

11 } in

12 let lookup = \(arr, i, cur) => {

13 if (cur == len(arr)) A

14 -1

15 } else {

16 if (i == cur) {

17 arr[cur]

18 } else {

19 lookup(arr, i, (cur + 1))

20 }

21 }

22 } in

23 let (keys, values) = (ptxts(0, 2), ptxts(3, 5)) in
24 let key = ctxt(0) in

25 let idx = index(keys, key, 0) im

26 lookup(values, idx, 0)

Figure 5.2. COIL snippet implementing associative array by using the index
of a private key to look up a value

At a high level, the COIL compiler first translates the program into a path forest to per-

form optimizations on it, and then lowers it to FHE primitives (Figure 5.1). More precisely,

COIL is a staging compiler with two stages:
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1. When plaintext inputs become available, they are used to “untangle” the program’s
control flow into a path forest, resulting in a program that is partially evaluated with

respect to the plaintexts (as detailed in Figure 5.6).

2. The partially evaluated path forest, which now represents only ciphertext computation,
is interpreted as a decision tree and lowered to vectorized FHE primitives for decision

tree inference such as COPSE [49].

Note that this framing implies that the transformations done by COIL are secure-by-construction:
they cannot possibly leak any private information, as they are all performed when only plain-
text inputs are available. In fact, the ciphertext inputs only become available at runtime,
when they are used to execute the final generated FHE code.

The remainder of this section describes each stage in more detail, and walks through
compiling the running example shown in Figure 5.2, which implements indexing into an
associative array with a private (ciphertext) key: the index function determines the index
of the key in the array, which the lookup function uses to retrieve the value?, returning -1

if the key is not found.

5.1.1 Building a Path Forest

The first stage of the compiler builds a path forest by iterating through the following
steps:

e Add a path to the forest for each ciphertext-dependent branch.

o Whenever the value of a ciphertext variable can be determined along a particular path,

“specialize” that copy of the variable to a plaintext and substitute its value.

 Evaluate any plaintext-dependent branches (i.e. branches that can be determined from
public inputs alone) to “prune” away unreachable paths. In particular, this includes

branches that have been made plaintext-dependent by the previous step.

34Note that in the example, since key is a ciphertext, the computed index idx must also be a ciphertext, so
we cannot directly index an array with it (Section 5.2.1).
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Armed with our intuition of the first stage as a partial evaluator, we might expect that
applying the procedure above to the example in Figure 5.2 yields a forest with a single path
for each possible value of the key (Figure 5.3b). Lets see why:

Assume the plaintext arrays returned on line 23 are [1; 2; 3] and [1; 4; 9] for keys
and values, respectively. First, call to the index function on line 25 gets specialized to
produce:

let idx = if (0 < len(keys)) {
if (key == keys[0]) {
0
} else {
index (keys, key, 1)
}
} else {

len(keys)

} in ...

Since both len(keys) and 0 are plaintexts, the second branch of the conditional gets pruned

away:
let idx = if (key == keys[0]) {
0
} else {
index (keys, key, 1)
} in ...

and finally, the ciphertext-dependent branch gets converted into the following two paths:

[key == keys[0]] idx

0;
[key !'= keys[0]] idx

index (keys, key, 1);

This process continues recursively for the remaining call to index, and similarly for the call
to lookup in the following line, eventually yielding the path forest shown in Figure 5.3a.
Specializing on possible values of ciphertexts does not leak any information. For instance,
although key and idx are ciphertexts, their values are uniquely determined on any partic-
ular path, allowing them to be replaced by plaintexts along each path. Importantly, using

plaintexts for key and idx does not leak information: Even though each path is evaluated
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using plaintext values, every path is still evaluated, and the appropriate result is selected
securely (Section 5.3.1).

In a final round of pruning and specialization, the paths that require conflicting values
of idx, and are thus infeasible, are removed, and the now-plaintext indices into the values

array are resolved, reducing Figure 5.3a into the final forest in Figure 5.3b.

[key == keys[0]] idx = 0; [idx == 0] values[0O]
[idx != 0] [idx == 1] values[1]
[idx '= 1] [idx == 2] values[2]
[idx !'= 2] -1
[key != keys[0]] [key == keys[1]] idx = 1; [idx == 0] values[0]
[idx != 0] [idx == 1] values[1]
[idx !'= 1] [idx == 2] values[2]
[idx !'= 2] -1
[key !'= keys[0]] [key != keys[1]] [key == keys[2]] idx
[idx != 0] [idx == 1] values[1]
[idx != 1] [idx == 2] values[2]
[idx !'= 2] -1
[key !'= keys[0]] [key != keys[1]] [key != keys[2]] idx
[idx '= 0] [idx == 1] values[1]
[idx != 1] [idx == 2] values[2]
[idx !'= 2] -1

2; [idx == 0] values[0]

3; [idx == 0] values[0]

(a) Extracted path forest

key ==1

anlcs
[key == 1] idx = 0; 1 / \
[key !'= 1] [key == 2] idx = 1; 4 @ R

[key !'= 1] [key != 2] [key == 3] idx
- )

[key !'= 1] [key != 2] [key '= 3] idx
b) After further pruning and specialization ¢) Decision tree
b g p

Figure 5.3. Applying the path forest evaluation technique to Figure 5.2

5.1.2 COIL Program = Computation + Decision Tree

Looking at the path forest in Figure 5.3b, we notice that the first path can be distin-
guished from the last three by the condition key == 1, the bottom three paths can be further
distinguished by the condition key == 2, and the last two paths can be distinguished by
key == 3. The program control flow can therefore be encoded as a decision tree (as in

Figure 5.3¢), and evaluating the tree to make an inference corresponds to executing the
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program: The path to the inferred label corresponds to the path through the program, and
the label itself corresponds to the program’s return value.

Thus, COIL’s transformations allow the program to be split into two phases: computing
the labels, and then evaluating the decision tree to select the correct label. Because the
labels, and the branching conditions themselves, are branch-free code, we can readily exploit
the ciphertext-packing capabilities of many FHE schemes (Section 2.3.1) and off-the-shelf
FHE vectorization techniques [20, 26, 50] to parallelize these computations.

All that remains, then, is to generate code for efficient decision tree inference, which we
do using the COPSE algorithm [49]. COPSE exploits the ciphertext-packing capabilities of
many FHE schemes to accelerate decision tree inference by first vectorizing the computaton of
each branch condition (i.e. key == 1, key == 2, etc. are all vectorized together), evaluating
each level of the tree in parallel, and then accumulating the levels to obtain the final result.
The COPSE algorithm is described further in Section 5.3.1.

Section 5.2.6 discusses our code generation strategy in more detail.

5.1.3 COIL Discovers Good Implementations

COIL often automatically generates code equivalent to well-known expert-coded imple-
mentations without requiring any special programmer knowledge. For example, a well-known
strategy for associative array lookup?* involves first computing a “one-hot” indicator vector

encoding the position of the key:

let idx = [ke;y == keys [0], key == keys [1], ...]

and then computing a dot product between this vector and the values:

let value = dot (idx, values)

We can compare this strategy to the one COIL generates from the implementation in Fig-
ure 5.2. After pruning and unraveling all the control flow paths, the only conditionals left to
compute are the ones of the form “key == keys[i],” which the COPSE algorithm vectorizes

together, similar to the first step of the dot product strategy described above. Furthermore,

41This strategy is adapted from MPC folklore (e.g. https://www.zama.ai/post/encrypted-key-value-
database-using-homomorphic-encryption) and is often used as a secure array indexing primitive in larger
protocols [51, 52]
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COPSE’s parallelized level evaluation and accumulation (described in more detail in Sec-
tion 5.3.1) turns out to be roughly equivalent to the dot product step. Overall, given a naive
implementation of associative array lookup, COIL automatically discovers something very
similar to what a cryptographic expert might write. This phenomenon is further discussed

in Section 5.4.2.

5.2 Language Syntax & Semantics

This section first describes the COIL language (Section 5.2.1), then explores in more
detail the transformations done in the first compilation stage (Sections 5.2.2-5.2.3), and

finally discusses how COIL generates code from a path forest.

NumExpr e = x variable

| n numeric literal

|  ptxt(n) plaintext input

| ctxt(n) ciphertext input

| if (b) {e1} else {es} conditional

| let z = p; in py variable definition

|  mux(b, e, e2) multiplexer

| arrfeq] array index

| update arr { ny —e1, ..., np — e, }inp array update

| (e1 - e2) arithmetic

| f(er, ..., en) function call
BoolExpr b = e =e equality

|  e1<e inequality

| b negation
CoilProgram p = e numeric expression

| [e1; e ...;en] array literal

|  ctxts(ng, no) ciphertext array

|  ptxts(ni, no) plaintext array

| let f=Xz1,...,2p) = e€inp function definition

Figure 5.4. Syntax of the COIL language. Note that the mux production
is only added for use in Section 5.2.5, and is not directly used in any of our
benchmarks.
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Expr e = n numeric literal
|  ptxt(n) plaintext literal
| ctxt(n) ciphertext literal
| e1-e arithmetic
|
PathClause ¢ 1= e =ey equality
| e <eo inequality
| b negation
Path p = 1] ... [cn)
PathForest f = (p1,e1);---; (Pn, €n)

Figure 5.5. Syntax of the path forest IR. Note that Expr technically also
includes the other syntactic forms from COIL programs, but the compilation
process eventually rewrites all of these to one of the final forms listed in the
grammar.

[(p,n)]} 2 (p,n) where n is a ptxt, ctxt, or literal
[(p, 2)]5 & (p,T(2)) if z is a variable bound in I"
[(p1,e1)i- 5 (Pnsen)]i 2 [(p1, ey -5 [(Pns )]0
[(p,let = = e in eo)]}; £ [[(p',eg)]]ll}[m_}eq; . for each (p',¢') € [(p,e1)]};
[(p,if (b) {e1} else {ea})]i; = [0 [0], e1); (0 [-0],e2)]ss ... for each (0',0) € [(p,b)]1;
(P, flers e en))IE 2 [P ph- Pl ™ 5o where D(f) = Aan, ) = {e},
for each (pf, ¢f) € [(p, en)]ys
[(p.e1 - e2)] 2 1] fs e - )]s - - for each (pf, ¢f) € [(p,e1)]yy

and (p{,€]') € [(p, e2)]y

Figure 5.6. The transformations done by the COIL compiler are implemented
in the [-]}; operator, which successively rewrites terms in the path forest IR. T
is a context mapping variables to normal-form (let-free, if-free, and function-
free) expressions. The rewrite rules for update and array indexing are similar
to the rules for let-bindings and arithmetic, and are omitted for clarity.

5.2.1 Language Design

COIL is a high-level language that supports arrays with a publicly known length, re-
cursion, conditional expressions with both plaintext and ciphertext conditions, and basic

arithmetic operators over both encrypted (i.e. “private” or “ciphertext”) and unencrypted
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(i.e. “public” or “plaintext”) inputs (Figure 5.4). COIL uses a staging compiler, which
means that programs are compiled in multiple stages [53]. The first stage compiles a COIL
program down to the path forest IR (Figure 5.5) by partially evaluating it with respect to
the public inputs when they become available, and then performs optimizations on this IR
(Section 5.2.4) [54]. The second stage further lowers the path forest IR into vectorized FHE
instructions that can execute once the ciphertext inputs are available.

To fit the encrypted computation paradigm, the language imposes restrictions on pro-

grams:
« All array indices must be publicly known®

e Recursion must terminate based on publicly known inputs, since otherwise, evaluat-
ing a recursive function would leak something about its termination condition (Sec-

tion 5.2.3).

In the example program in Figure 5.2, the first restriction means that since cur is used as an
array index in both index and lookup, it must be a plaintext input. The example satisfies
the second restriction because, for instance, the recursive calls to index can be inlined until
cur == len(array), and since the condition is a plaintext (cur is a plaintext and array

has statically known size), the unfolding can be done entirely in the first stage.

5.2.2 Compilation

The first stage of compilation requires lowering a COIL program (Figure 5.4) to the path
forest intermediate representation, the syntax for which is shown in Figure 5.5, and then
optimizing the resulting forest. A term in the IR (a “forest”) consists of a set of tuples (p, e),
where each p can be thought of as a sequence of boolean conditions that must be true for
the program to evaluate to the corresponding expression e. A tuple (p,e) is said to be in
normal form if the expression e contains no function calls, let-bindings, branches, or array

index/update expressions.

>tCiphertext indices are possible by, for example, writing an array indexing function (such as the one
described in Section 5.1.3). The staged design of the language allows this to happen with zero abstraction
overhead, as discussed later in this section.
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let midpoint = \(x, y) => {
if ((y - x) < 2) {
x
} else {
midpoint ((x + 1), (y - 1))
}
} in
let binary_search = \(arr, key, lo, hi) => {
let mid = midpoint(lo, hi) in ...
} in ...

Figure 5.7. Snippet of a COIL program implementing a binary search over
an array of encrypted data. While the language does not natively support
division, the programmer can implement a midpoint function over plaintexts
without incurring a run-time overhead.

One way to accomplish the lowering is by embedding a COIL program P into the path
forest IR as (true, P), and then inductively applying the transformations in Figure 5.6 until
the resulting forest is in normal form.

Of particular importance are the rewrite rules for let-bindings, if-statements, and arith-
metic. Given an arithmetic expression like e; - ey, for every pair of expressions that the
operands e; and e, could evaluate to, we generate a path that produces the result of apply-
ing the operation “-” to the pair. The rule for if is similarly straightforward: the expression
if (b) { e; } else { e5 } can be translated into two paths; one that computes e; under the con-
dition b, and one that computes e; under the condition —b. Finally, the rule for let-bindings
(together with the I'-lookup rule) implements substitution: when encountering an expression
of the form let x = e; in ey, we generate paths that replace x with every possible result
of evaluating e;. Note that some of the transformations described above have a multiplica-
tive effect on the total number of paths, meaning that before optimizations, the size of the
generated forest is roughly exponential in the number of ciphertext-dependent branches in
the original program. In practice, however, we find that many of these branches are highly
correlated, which makes some paths infeasible and thus able to be pruned (Section 5.2.3).

This exponential effect is discussed further in Section 5.5.
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Example

Consider the COIL expression below:

z + (let w = if (x < y) {y } else { x } in 2 x w)

Following the arithmetic and let rules, we first evaluate the expression if (x < y) {y} else {z}.

From the if rule, we see that this results in a forest with two paths:

(r<y,9);(z>y2)

Substituting these paths in for w in the let binding, we get:

(x <y,2%xy);(r>y,2%*x)

Finally, we can apply the arithmetic rule. Since the left operand (z) can only evaluate to
itself, and the right operand (the let binding) can evaluate to either 2 x y or 2  x, the final

forest we get for the arithmetic expression looks like:

(x<y,z+2xy);(x >y, z+2%x)

5.2.3 Optimizations on Path Forests

Recall from Section 5.1 that the key principle behind COIL’s compilation strategy is that
path forests enable path-dependent optimization. In this section, we describe how to adapt
the rewrite rules to include the two main optimizations COIL employs: specializing known

(plaintext) values, and pruning unreachable paths.

Specialization

Consider again the example in Section 5.2.2. Notice that if the variables x and y are

plaintexts, then by the time we’ve generated the forest (z < y,2%y); (x > y,2*x), we know
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the value of the expressions 2 * x and 2 *y, so we can replace each expression with the result

of evaluating it. This can be implemented by adding the following rule to our list:
[(p,e)]; = (p,eval(e)) if e can be evaluated as a plaintext

(Here, the eval function implements the expected semantics for evaluating plaintext ex-
pressions like arithmetic, etc.) Applying this optimization has a few results. Of course, this
reduces the total amount of computation that needs to happen during the second (ciphertext)
stage. Furthermore, since all plaintext array indices can now be computed at staging-time,
the language can operate over arrays without needing the arrays to show up in the final
ciphertex computation. Finally, it enables programming with zero-cost abstractions. For
example, consider the snippet of a binary search implementation in Figure 5.7 in which the
programmer writes a function that loops to compute the midpoint of two indices®. Since
the midpoint function is only called on plaintext inputs (lo and hi), it can be executed

entirely in the first (plaintext) stage, obviating the need to execute the expensive loop over

ciphertext inputs in the second stage.

Pruning

When z and y are both plaintexts, then by the time we've generated the forest (z <
y,y); (x > y,x), we already know which of the paths is going to be taken; Hence, the other

one can be removed. In particular, we replace the if-rule in Figure 5.6 with the following:

[(p o' e)]ys - - p =
[(p,if () {e1} else {e: )]y = S [(p o/, e2)]F; - p =
[0 [V],e1); (0[], e2)]t;... otherwise

64Writing a function to calculate midpoints is necessary because most FHE schemes do not natively support
integer division, and hence COIL does not provide a division operator.
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When encountering a branching condition b, we generate the queries p A b and p A =b and
discharge them to a solver”; if one of these queries is shown to be unsatisfiable, we avoid gen-
erating the corresponding path. In particular, this means that paths are pruned if they can
be proven unreachable based on information available at staging time, even if the condition

itself is not plaintext!

5.2.4 Recursive Functions

In addition to producing smaller path forests (and therefore more efficient ciphertext
computation), the optimizations described above also enable COIL to gracefully compile
programs with recursive functions without requiring any special care. Recall that the original
form of the rewrite rules presented in Figure 5.6 fails to terminate in the presence of recursive
functions. In particular, the original if rule always generates two paths, which means it
always expands the recursive case, and hence expansion never terminates! In contrast, if at
some point during compilation COIL can prove that the recursive branch does not get taken,
then the new version of the if rule that incorporates pruning will generate only the path for
the base case. Note that the second condition in Section 5.2.1 (that recursion termination
conditions depend only on plaintexts) guarantees that at some point during compilation,

COIL will be able to prune the recursive path.

Example

Consider the following COIL snippet which calculates the maximum value in an array of

two elements:

let max = \(arr, cur, len, acc) => {
if (cur == len) { acc } else {
let newMax = if (arr[cur] > acc) { arr[cur] } else { acc } in

max (arr, cur + 1, len, newMax)
}

} in max(arr, 0, 2, 0)

"4In our implementation, we discharge these queries to a lightweight custom solver capable of reasoning
about linear arithmetic and inequalities. We could instead discharge to a more full-featured SMT solver and
potentially be able to prune more paths at the cost of longer compile times.
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Applying the function call rule gives us:

if (0 == 2) { 0 } else {
let newMax = if (arr[0] > 0) { arr[0] } else { O } im
max (arr, 1, 2, newMax)

}

Now, we apply the new if rule, which immediately prunes the first branch of the conditional

and yields:

let newMax = if (arr[0] > 0) { arr[0] } else { 0 } in

max (arr, 1, 2, newMax)

and then the forest:

(arr[0] > 0,max(arr, 1,2, arr[0])); (arr[0] < 0,max(arr, 1,2,0))

Expanding the recursive call in each path again yields the forest:

(arr[0] > 0 A arr[l] > arr|0], max(arr,2,2, arr[1]));
(arr[0] > 0 A arr[l] < arr|0], max(arr,2,2,arr[0]));
(arr[0] <0 Aarr[l] >0, max(arr, 2,2, arr[1]));
(arr[0] <0 Aarr[l] <0, max(arr,2,2,0))
Finally, for each call to max(arr, 2, 2, ...) COIL can immediately prove 2 == 2 and

thus expand only the base case, yielding the forest:

(arr[0] > 0 A arr[1] > arr|0], arr[1));
(arr[0] > 0 A arr[1] < arr[0], arr|0));
(arr[0] < 0 A arr[1] > 0, arr[1]);
(arrf0] < 0 Aarrl] <0, 0)

which computes the maximum as desired.

107



5.2.5 Re-Folding

Recall that the transformation described in Figure 5.6 produces a forest with a number of
paths exponential in the number of branches in the original program. In this section, we de-
scribe a transformation that takes a path forest in normal-form and “folds together” adjacent
paths that contain repeated computations. The core of the transformation is implemented

in the following rewrite rules:

(p b,e1); (p —b,e2) ~ (p, (e ; e2)?) when ej, ey are ciphertexts (5.1)

(le; e)b~e (5.2)

(ler-ea; e1 e3)’ ~er- ez ; e3)” when - =/ (5.3)

(e1-ea; e3-ea)’ ~ (er; e3)’ e when - =/ (5.4)
(fe1, .- en] s [, en)® ~ [(er ; €D’ ..., (en ; €y)?] when only one of e # ¢ (5.5)
(e1 ; ea)? ~» mux(b, ey, er) when no other rule applies  (5.6)

Rule (5.1) identifies adjacent paths that differ only in their final condition, and replaces
them with a single path that computes (e; ; e))’, which should be thought of as a “lazy
mux” that attempts to pull out as much repeated computation as possible between e; and
ey before branching on b. Rules (5.2)-(5.5) give semantics to the lazy mux operator (|- ; ).
Rules (5.3) and (5.4) allow pulling out a common operand of two arithmetic expressions.
Rule (5.5) allows distributing the lazy mux through the elements of two arrays, when all but
one of the positions in the arrays contain identical expressions (note that rule (5.2) means
that there will only be one mux in the resulting expression). Finally, rule (5.6) describes
how to interpret a lazy mux that cannot be simplified any further.

These rewrite rules are mostly standard, but there are a few interesting things to note:

o Rule (5.1) only applies if both e; and e, are ciphertexts, since otherwise we end up

replacing plaintext computation with ciphertext computation.

« We conservatively choose not to include a rule like (e; - ey ; ez - eg))’ ~ (e1 ; es))’ -

(es ; e4])?, since if e; and es or e; and e, don’t contain sufficient repeated work, this
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just has the effect of producing an extra branch; The condition on rule (5.5) exists for

the same reason®.

e The rules only match on structural equality equality, rather than logical equivalence
(e.g., the expression (a + b ; b+ al)’ cannot be simplified to a + b even though +
is commutative). Note that structural equality is usually sufficient, since whenever
the unfolding operator [-]y results in repeated work, it creates structurally identical

expressions anyway.

Note that these rules are conservative in when they choose to rewrite. This allows us to avoid
incorporating heavy-weight techniques like equality saturation and appealing to sophisticated
cost models. In the absence of a sophisticated cost model, the rules as written can never

introduce additional muxes, and thus prevent degrading performance.

LabelExpr e = n numeric literal
|  ptxt(n) plaintext literal
|  ctxt(n) ciphertext input
|  e1-e arithmetic
| mux(b, er, e2) multiplexer
BranchingCondition b = e =e9 equality
| e1<eo inequality
Tree t == branch(b, t;, t2) internal node
| label(e) leaf node
Forest f o= t1 ..ty sequence of trees

Figure 5.8. Grammar for decision forests

5.2.6 Generating Code

The final stage of the COIL compiler takes the optimized path forest produced from the

steps described above, and uses it to generate FHE code that operates on ciphertext inputs.

81These rewrite rules pull out as much computation as possible under the restriction that they are not
allowed to generate additional muxes; It is possible that this leaves some optimization opportunities on the
table.
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The basic code generation strategy starts by extracting a decision forest (Figure 5.8) from

a path forest using the following rewrite rules:

(1>

branch(b, [(p1,e1);...; (pN,en)]p,

[(1.€1)s - (Phrs €an)]p)

[(6 p1,e1);...;(bpn,en); (—b Py, €el);s ... 5 (=b Py eyl

[@.0)]p = [els
[mux(b,e1,e2)]z = branch(b, [e1] s, [e2] )
[e]le £ label(e)

These rewrite rules are defined in two operators: [-]p extracts a decision tree from a path
forest by recursively identifying paths that start with a common first condition, and [-]g
continues the extraction by turning top-level muxes into decision tree branches.

COIL then vectorizes together all the branching conditions of the tree (i.e. every ex-
pression that appears as b in branch(b, ¢1, t5)), and all the expressions that appear in the
labels, and finally uses the COPSE algorithm [49] to generate vectorized code that executes
this decision tree to produce the final program result. Section 5.3.1 describes the details of

the COPSE algorithm, as well as how we adapt it to fit our needs.

5.3 Implementing COIL

In this section, we discuss the implementation of COIL: the specifics of how we use

COPSE (Chapter 4) and our choice of FHE scheme.

5.3.1 Efficient Decision Tree Evaluation via COPSE

Recall from Chapter 4 that COPSE is an algorithm for performing private decision tree
inference that supports multithreading and takes advantage of the vectorizing capabilities of
RLWE-based encryption schemes (Section 2.3.1). The COPSE algorithm consists of three

steps:

1. Comparison: All the branching conditions in the tree are vectorized together and

evaluated simultaneously
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2. Level Processing: For each depth level of the tree, all the branches at that level are
analyzed to exclude unreachable labels. This is done via vectorized matrix operations,

and each level can be processed in parallel.

3. Accumulation: The results from processing each level are combined to determine the

single label representing the result of evaluating the tree

The COIL implementation slightly modifies the Comparison step described above. The
original COPSE algorithm evaluates decision trees in which the branching conditions are
all of the form x; < «;. COIL relaxes this assumption to allow for decisions of the form
expl < exp2 or expl == exp2 for arbitrary expressions expl and exp2, such as the tree in
Figure 5.9. In particular, we first vectorize together all the expl and (separately) all the
exp2 (e.g. we compute vectors [a; b; a-b] and [b; a; b]), then compare the resulting
vectors using both == and <, and finally blend the comparison results together to correspond
to the actual sequence of decisions in the tree.

Additionally, we vectorize together the computations of each label (e.g. we compute the
vector [2a-b; b-2a; 2b-a; a-2bl), and use the decision result from COPSE to select the
correct element of the label vector. For vectorizing the expressions in the conditionals and

the labels we use Coyote (Chapter 3).

5.3.2 Choice of FHE Scheme

Here we justify our choice of FHE scheme for the COIL backend; namely, the mod-2
variant of the BEV/BGV scheme.

FHE schemes can be broadly characterized along two dimensions: wvectorized vs unvec-
torized schemes, and boolean vs arithmetic schemes. Vectorized schemes, such as CKKS and
BEFV/BGV, support ciphertext batching (Section 2.3.1), which allows for computing multiple
operations in parallel at the cost of each operation being relatively slow. In contrast, indi-
vidual homomorphic operations in unvectorized schemes such as TFHE and CGGI tend to
be much faster, but these schemes can only execute one operation at a time. In order to fully
take advantage of the COPSE algorithm’s vectorizability, we restrict ourselves to vectorized

schemes.
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In boolean schemes like TFHE, CGGI, and mod-2 variants of BFV/BGV, ciphertexts
are encryptions of bits, and primitive homomorphic operations correspond to logical gates
like AND and XOR. In arithmetic schemes like CKKS and mod-p variants of BEV/BGV,
ciphertexts instead encrypt integers’, with the primitive homomorphic operations being ad-
dition and multiplication. While arithmetic operations are much more efficient in arithmetic
schemes (evaluating a single addition operation is much cheaper than evaluating a binary
adder circuit), they struggle with computing non-smooth functions that are not easily ap-
proximated by a polynomial. Since COIL primarily targets computations with branching
decisions, and the comparison function f(z,y) = = < y is non-smooth, our backend needs

to use a boolean scheme, and this in particular restricts us to using mod-2 BFV/BGV.

o) G ) C=)

Figure 5.9. Decision tree computing a bounded GCD

5.4 Evaluating COIL

To determine the effectiveness of the compilation techniques presented in this chapter,

we ask the following research questions:

« RQ1: How efficient are the programs COIL generates compared to other
compilation strategies? We compile a set of benchmarks with COIL and compare

the run times against those of naive implementations!"

« RQ2: How does COIL compare to known custom protocols? We compare the

COIL run times to those of expert-designed protocols for a subset of our benchmarks

91Technically, CKKS ciphertexts encrypt rational numbers with respect to some variable precision.
104Our naive implementations are manually transliterated from the COIL surface language to C++. An
example of this translation is shown in Figure 5.11h.
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« RQ3: What kinds of optimizations does COIL enable? We discuss the chal-
lenges associated with implementing our merge benchmark, and analyze how COIL’s
unique compilation strategy enables optimization opportunities that address these chal-

lenges.

All experiments are run on 2020 M1 MacBook Air with 16GB of RAM; the values reported

are the medians across eleven runs and a 95% confidence interval.

5.4.1 How efficient are the programs COIL generates?

There is no standard set of FHE benchmarks, and especially no set that make use of
conditionals over ciphertext. We evaluate COIL on the following set of benchmarks that

rely on conditionals and implement several common kernels:

1. linear_index, looking up a ciphertert index into an array of 16 elements via a linear

scan

2. log_index, looking up a ciphertert index into an array of 16 elements via a binary

search

3. sp_auction, determining the winning bidder and bid in a second-price auction with 8

bidders
4. filter, using a threshold predicate to filter a list of 8 elements
5. merge, merging two sorted H-element arrays into a sorted array of 10 elements

6. associative_array, using a secure key to look up a value in an associative array of

8 elements

Each benchmark is implemented in COIL’s surface language (Figure 5.4), and compiled down
to calls to the HEIlib library [43] using the mod-2 BGV scheme.

The compilation times for each benchmark are reported in Table 5.2, broken down by
stage. Notice that with the exception of merge and filter, the compilation time is negligible

(on the order of a few hundred milliseconds). The high compilation times can be attributed
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to the combinatorial explosion of paths, a phenomenon which is discussed in more detail in

Section 5.4.3, although it is worth noting that in both cases the re-folding mitigates the path

explosion reasonably well.

Table 5.1. Speedups of COIL over naive and expert implementations. Note
that some numbers are missing: the naive merge times out, and we do not
have an expert implementation available for second-price auction.

Benchmark COIL Time (s) Naive Expert
Time (s) Speedup Time (s) Speedup

linear_index 2.92 67.66 23.16 % 5.06 1.73x
log_index 1.48 36.34 24.55% 5.06 3.42x
associative_array 1.59 18.67 11.75% 5.66 3.56x
filter 1.01 17.9 17.76 % 0.85 0.85x%
merge 11.55 — — 51.32 4.44x
sp_auction 15.4 833.93 04.13x — —

The time each benchmark takes to run is reported in Figure 5.10, and the speedups are

shown in Table 5.1.

We see that COIL outperforms naive implementations, sometimes by

as much as two orders of magnitude. These speedups are most prominent on the bench-

marks containing instances of an array being indexed by a ciphertext, as COIL’s unique

specialization and pruning strategy is able to avoid the overhead of these expensive index-

ing operations. In fact, the data for the naive implementation of the merge benchmark is

missing: even on modest input sizes (e.g. merging two arrays of size 5) it times out after 30

minutes. Section 5.4.3 analyzes where COIL’s speedups come from on this benchmark.

Table 5.2. COIL compile times broken down by stage

Benchmark Stage 1  Stage 2 Total

linear_index 25ms 290 ms 315 ms
log_index 48 ms 263 ms 311 ms
sp_auction 97 ms 370 ms 427 ms
merge 120 ms 6730 ms 6850 ms
filter 3l ms 1539 ms 1570 ms
associative_array 24 ms 277 ms 301 ms

114



103 .

mm coil
 naive
102 p
@
()
£
|_
101 u
10° X
Associative  Filter Linear Log Merge Sp
Array Index Index Auction

Figure 5.10. Running time of each benchmark. The reported COIL times
include both the online and offline phase. Naive merge times out after 30
minutes.

5.4.2 How does COIL compare to known custom protocols?

With some of our benchmarks, a naive translation of a COIL implementation is unfair, as
we already know of efficient specialized protocols that implement them. In particular, we can
use the one-hot vector + dot product strategy described in Section 5.1.3 for linear index,
log_index, and associative_array, a single vectorized comparison + mux for filter, and
part of a custom k-way sorting protocol for merge [55].

Table 5.1 shows a comparison of COIL’s execution time to each of these custom protocols.
Notice that with the exception of filter, the COIL version outperforms its associated
custom protocol! Even for filter, although the path unfolding does produce an exponential
number of paths, all of these end up refolded together, and the final generated code is nearly
identical to the expert implementation.

Furthermore, we see significant speedups on other benchmarks. This is, again, unsurpris-

ing for secure array indexing and associative array lookup: Recall from Section 5.1.3 that
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let merge =

\(arrl, arr2, out, il, i2, j) => { ctxt il, i2 = encrypt (0);
. for (int i = 0; i < len(arrl) + len(arr2);
if (arri1[i1] < arr2[i2]) { i++)
update out {j := arri[il]} imn {
merge (arrl, arr2, (il + 1), i2, out j) ctxt arriVal = index(arrl, il);
} else { ctxt arr2Val = index(arr2, i2);
update out {j := arr2[i2]} in ctxt b = compare (arriVal, arr2Val);
merge (arrl, arr2, i1, (i2 + 1), out, j) output [i++] = mux(b, arriVal, arr2Val);
} il = mux(b, il + 1, il);
.. i2 = mux (b, i2, i2 + 1);
} in ... }
(a) Implementation of merge in COIL (b) Naive implementation of merge in C+-+

Figure 5.11. Example snippets merging two sorted arrays of ciphertexts in
C++ and in the COIL surface language. Note that an actual implementation
of merge would include bounds checks for the two indices i1 and i2; these
checks have been omitted from the above code for the sake of clarity.

the COIL evaluation strategy essentially recovers something very similar to the usual dot
product strategy, and the fact that we can parallelize decision tree evaluation further speeds
up the dot products [49]. Explaining the speedup for merge is far more interesting, and it is

worth taking some time to dissect this benchmark properly.

5.4.3 Where do COIL’s speedups come from?

Figure 5.11 shows two partial implementations of a function that merges sorted arrays,
one in COIL’s surface language and one that naively translates it to C++. We first analyze

the naive implementation, and then walk through what COIL’s evaluation strategy does to
improve it.
What does a naive merge look like?

Consider the snippet in Figure 5.11b which naively implements a merge function in C++.

Each iteration of the for loop contains:
1. Two secure array index operations

2. A comparison on the results of the lookups
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3. Two oblivious updates to the array indices

The naive implementation performs multiple inefficient secure array lookups, each of which
contributes nontrivially to the overall multiplicative depth. Furthermore, the entire proce-
dure is inherently sequential, making it difficult to recover performance via parallelization or
vectorization. Finally, since each iteration uses the ciphertext index values updated from the
previous iteration, the total multiplicative depth stacks, resulting in circuits that either re-
quire huge parameters to evaluate or multiple expensive rounds of bootstrapping. Given this,
it is perhaps unsurprising that our naive implementation of merge times out after running

for 30 minutes (Figure 5.10).

What does COIL do differently?

The COIL evaluation strategy transforms the snippet in Figure 5.11a into something
much more efficient. Each specialization/pruning step inlines one level of the recursive
merge call, eventually unfolding the entire program into a large binary tree representing
every possible way to merge the lists. Since every node in the binary tree corresponds to a
single possible pair of values for i1 and i2, each of the array indexing expressions (arri[i1]
and arr2[i2]) are specialized to those particular indices, eliminating the need for secure
indexing. Finally, the decision tree protocol chooses which merged array to select.

First, by specializing all the array indices into plaintext values, we obviate the need for
the expensive secure index operations that the naive implementation uses; in particular, this
greatly reduces the multiplicative depth of the overall circuit, allowing it to be evaluated
with smaller parameters (or without as much bootstrapping). Second, by separating out
all the paths through the function we greatly increase the amount of parallelism available:
every array comparison can be evaluated in parallel, and selecting the correct path at the
end can be done via efficient parallelized and vectorized operations [49]. In fact, notice that
these exactly solve the issues with the naive implementation!

At this point the reader may notice that there are an exponential number of ways to merge
two lists, and hence an exponential number of paths to evaluate. Certainly, separating out all

the control flow paths seems like a very bad idea: the amount of work increases from O(n?) to
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something like O(4™). However, we also go from having to evaluate everything sequentially
to having multiple degrees of parallelism, as well as being able to exploit ciphertext batching.
Of course, at some point the size of the arrays grows beyond what the (admittedly large)
FHE vectors can reasonably hold, and we need a new approach. Indeed, there are several
optimizations that can be performed on top of the version of the COIL strategy presented
here to allow it to scale to significantly larger programs. These are discussed in more detail

in the next section.

5.4.4 The advantage of decision tree conversion

Recall that one of the advantages of restructuring a program into a path forest is the
ability to then convert the path forest into a decision tree and apply more specialized de-
cision forest inference algorithms such as COPSE [49]. Because it is difficult to disentangle
conditionals from other computation in the baseline code, we cannot directly measure the
speedup we get from being able to convert the conditionals into a decision tree. However,
we can estimate it as follows: The cost of evaluating the conditionals can reasonably be
bounded by the cost of sequentially evaluating the decision tree that COIL generates. While
we do not have access to an efficient sequential decision tree implementation, we know from
COPSE that parallelizing and vectorizing decision tree inference yields a speedup of ~ 5x.
As Table 5.3 shows, even after this speedup, for most of our benchmarks the vast majority
of the execution time is spent evaluating the decision tree itself''. Hence, we see that once
COIL unfolds paths, performs pruning and specializing, and refolds them, almost all time
is spent in evaluating conditionals. We can therefore estimate the benefit of decision tree
conversion plus efficient inference as approximately 5x. That leaves the additional 2x-10x
speedup over the baseline attributable to the specialization and pruning enabled by path

forest conversion

H4The exceptions are filter and sp_auction. For filter, the re-folding pass figures out that the optimal
strategy involves just directly muxing, and thus there are no branches in the resulting decision tree; for
sp_auction only some of the branches get folded into muxes.
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Table 5.3. Breakdown of time spent evaluating decision tree branches vs.
labels in the generated code

Benchmark Branches (ms) Labels (ms)
linear_index 2840 5
log_index 1710 4
sp_auction 6930 9530
merge 12400 30
filter 0 920
associative_array 2070 3

5.5 Scaling & Other Concerns

In this section we briefly describe possible ways to deal with the exponential number of
paths that can result from applying the path forest strategy to certain programs, as well as

how our techniques compare to classical path-sensitive optimizations.

5.5.1 Path Explosion

The re-folding transformation from Section 5.2.5 helps control the number of paths in
the generated code. However, the compiler still has to visit the exponentially many paths
produced by the normalization procedure described by Figure 5.6. Thus, the path explosion
problem still shows up at compile time, even if it does not at execution time. This should
be unsurprising: any compiler that aggressively tries to use path-dependent information will
have to deal with the path explosion problem.

One might consider a strategy that entirely avoids unfolding branches that do not result
in a benefit from pruning and specialization, and hence are not “worth it.” In fact, this
corresponds to a well-known technique called control flow linearization, in which explicitly
branching control flow is replaced with a branching dataflow operation like a mux. [56-60]
This is already possible in the COIL language: A programmer who notices that a particular
branch is not worth unfolding can replace that branch with a mux. From the perspective

of the [-]u operator, a mux is just another branchless computation, so it does not generate
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an extra path in the forest, and hence does not contribute to path explosion. Currently, this
transformation must be performed manually, as COIL cannot automatically identify which
branches are worth unfolding; we believe that developing this analysis is an interesting future

research direction to pursue.

5.5.2 Blocking

While COIL can amortize much of the exponential blowup via vectorization and paral-
lelism, FHE vector widths are not infinite. This restriction is particularly relevant to the
COPSE algorithm, which treats decision tree evaluation as a series of matrix multiplications,
and exploits ciphertext batching by packing matrices into ciphertext vectors large enough to
hold them. A common workaround is blocking: If a particular set of FHE parameters allows
for vectors capable of operating on 1000 x 1000 matrices, we can operate on an 8000 x 8000
matrix simply by blocking it into 64 submatrices and then operating on each submatrix. Of
course, blocking gives up the asymptotic benefits of vectorization as the demand for vec-
tor lanes increases. However, FHE vectors are incredibly wide, still allowing for significant

speedups over the alternative.

5.5.3 Other Path-Sensitive Analyses

The notion of using path-sensitive information to optimize programs is by no means
unique to COIL; indeed, specialization can be thought of as a path-sensitive version of con-
stant propagation, pruning is similar to identifying infeasible paths and doing dead code
elimination, and the normalization rules implemented in [-] are essentially partially eval-
uating the input program with respect to plaintext values [54, 61-64]. COIL differs from
these traditional techniques in two key ways. First, COIL is much more aggressive than
traditional path-sensitive dataflow analyses. Specializing with respect to plaintext values
instead of just compile-time constants means more path-dependent information is available,
and thus more computation can be specialized, and more paths can be pruned. Second,
rather than treating the control-flow structure of the program as a given, COIL explicitly

unfolds branches to ezpose more paths. While this is normally not a good idea because of
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the compile-time impact, ciphertext computations are so expensive that the benefits of being

able to eliminate some make this tradeoff worth it.

5.6 Other Ways of Dealing With Control Flow

5.6.1 Compiling Oblivious Control Flow

The Google Transpiler [19] compiles a subset of C++ into FHE calls. The Transpiler is
notably different from the other compilers listed above in that it can handle oblivious control
flow: it uses a boolean circuit-based backend, so non-polynomial comparison operators are
straightforward to implement, and conditionals can be emulated via muxes. The particular
FHE backend that the Google Transpiler uses is TFHE [65], a binary-only scheme that is
not based on the Ring Learning with Errors (RLWE) problem. While TFHE allows for
incredibly fast bootstrapping and hence lends itself well to efficient implementations of large
binary circuits, it does not support the ciphertext batching optimization that RLWE schemes
support (Section 2.3.1), making it unsuitable for vectorization.

It is worth pointing out that circuit-vectorizing compilers like Coyote [50] can be extended
to support oblivious control flow. Coyote makes no assumptions about the plaintext modulus
over which the circuit operates, so conditional statements can be compiled into muxes as
usual and the resulting boolean circuit can be given to Coyote to vectorize. However, in
practice the generated boolean circuits are too large and unwieldly to be able to effectively

vectorize.

5.6.2 Reducing Control Flow

The problem of control flow is not unique to FHE. For programs running on GPUs,
branching control flow can mean some threads sit idle for parts of the program, resulting in
low utilization and poor performance. Various techniques have been proposed to deal with
this problem [56-60, 66-68]. Many of these techniques often either rely on instruction set
features missing from most FHE backends, or end up doing something semantically equivalent
to muxes anyway. However, as we noted in Section 5.5, applying some control flow reduction

techniques to programs before using COIL can help further improve performance.

121



6. COATL

The couatl is the sign of ultimate good, disciple of
Qotal himself. I, Kachin, priest of Qotal, beseech

you to listen...

Ironhelm

So far we have seen one example of compiler cryptosystem co-design: We adapted SLP-
style vectorization to FHE with Coyote, developed better cryptosystem abstractions to rep-
resent branching control flow with COPSE, and finally designed a language with COIL that
knows how to take advantage of both of these to more effectively optimize branchy pro-
grams. In this chapter we present COATL, which provides a more self-contained example in

the context of a Boolean FHE scheme called CGGI.

CGGI

Ciphertexts in the CGGI cryptosystem are usually thought of as encryptions of bits rather
than integers (Section 2.3 explores this distinction). Libraries that implement CGGI, such
as OpenFHE [37], often also provide efficient implementations of a handful of Boolean gates,
making them popular targets for compilation, because existing Boolean circuit synthesis
techniques can be used to automatically translate high-level programs into circuits made up
of these gates. However, these compilation techniques often fail to take advantage of the
more expressive model of computation CGGI actually allows. In particular, CGGI supports
an operation called programmable bootstrapping (see Section 2.3.3), which allows ciphertexts
to be used as indices into arbitrary fixed-size lookup tables; Boolean gates can then be
encoded via their truth tables.

Access to programmable bootstrapping means we are no longer limited to a fixed set
of Boolean gates: we can instead build lookup tables that encode more complex functions,
and then use these to build smaller circuits. For example, the schematic in Figure 6.1a uses
standard Boolean gates (AND, OR, and XOR) to implement a full-adder. By instead using

custom lookup tables implementing a 3-way XOR and a “majority” operation, we can express
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the same circuit with only two gates instead of five (Figure 6.1b). (In fact, the latter circuit
corresponds exactly to what an FHE expert might write for a full adder!) Unfortunately,
generating this circuit automatically with a compiler proves to be challenging. In general, it
is difficult to determine whether a given function can be expressed as a lookup table in this
way; indeed, for reasons discussed in Section 6.2.1, most cannot. Existing circuit synthesis
techniques therefore cannot use these custom LUTs when generating circuits.

Our key insight in this chapter is that Boolean gates are the wrong abstraction to use
when programming for a scheme like CGGI. We introduce an alternative abstraction called
the arithmetic lookup table, which models all CGGI computation as (1) computing a linear
combination of a group of ciphertexts followed by (2) using the linear combination to index
into a fixed-size lookup table. This abstraction strictly generalizes the old notion of Boolean
gates—in particular, a Boolean gate is a special case of an arithmetic lookup table with
particular coefficients—but comes with more flexibility and can model a greater class of
functions. Armed with this new abstraction, we can now take advantage of the full power of

programmable bootstrapping to generate circuits built out of these custom LUTs.

8
B
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C-i

B Sum

C-in
C-out
(a) An adder using Boolean gates (b) An adder using custom LUTSs

Figure 6.1. Circuits can be made smaller by using custom LUTs instead of

traditional Boolean gates

COATL

In this chapter, we present COATL, the first Boolean FHE compiler that uses the arith-

metic LUT abstraction to generate circuits with nontrivial custom lookup tables. Rather
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than synthesizing these circuits from the ground-up, COATL takes existing Boolean circuits
and identifies groups of gates which can be merged into a single custom LUT. The particular

contributions we make are:

o We develop and formalize the notion of an arithmetic lookup table, which serves as a

better model of computation in CGGI than traditional Boolean gates

o We present an algorithm that uses this formalism to determine whether an arbitrary

function can be expressed as a custom LUT

o We describe how to shrink an existing Boolean circuit by merging sequences of gates

with custom lookup tables.

We implement the above algorithm and transformations in a compiler called COATL. We
use COATL to compile a variety of common kernels, and show that it can generate circuits

that outperform their already-optimized Boolean counterparts by up to 1.5x.

6.1 Overview

We begin by providing some intuition behind the key insight of this chapter. We then
describe the usual workflow for compiling Boolean FHE programs, and give a high-level
overview of how COATL’s compilation strategy uses arithmetic LUTs to exploit this insight
and “do better”.

6.1.1 Some Intuition for Arithmetic LUTs

The basic unit of computation in CGGI is the eight-row! lookup table (LUT): A table
of possible outputs is used to represent a simple function, and the inputs are combined and
used to index into this table. The output can then be used as the input to another table; by

combining LUTs in this manner, we can compute more complex functions.

4The standard set of encryption parameters in the literature yield eight-row lookup tables [35], though
bigger tables are achievable via significantly more expensive parameters. This chapter continues with the
convention of eight-row lookup tables, but its ideas are applicable to other parameter sets and table sizes as
well.
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As mentioned in Section 2.3.3, CGGI programs are typically expressed as Boolean circuits
where the lookup tables correspond to Boolean gates. An eight-row LUT is enough to encode
any three-input Boolean gate, by indexing into the table with a three-bit integer comprised
of the inputs to the Boolean gate. However, p-row lookup tables work by computing a (Z/p-
)linear combination of the inputs, and using the result to select the appropriate output.
Thus, it is often possible to represent much larger gates by exploiting the integer, rather
than Boolean, nature of the computation. For example, we can encode a 7-way AND by
summing all the inputs into a single integer between 0 and 7, and indexing into a table with
a 1 only in the 7th row. Intuitively, this encoding exploits the fact that the AND gate is
invariant under permutations of its inputs, obviating the need to perfectly distinguish each
input, and instead only check whether all of the inputs are 1.

COATL’s approach relies on the following insight: a Boolean function that is invariant
under symmetries of its inputs can often be “compressed” as above. This compression means
that the lookup tables can be used to encode gates with larger fan-ins, resulting in circuits
that use fewer gates overall. We call these more general lookup tables arithmetic LUTs, since
they are allowed to compute arbitrary linear combinations on their inputs before indexing,

unlike traditional CGGI LUTs which always use power-of-two coefficients.

Combinational circuit
High-level with plaintext control- CGGI operations

MLIR source . . flow and lookup tables . in OpenFHE
——————3| Booleanization Lowering ——

\ 4

A

Unmerged Merged lookup
lookup tables . tables
Merging

A4

Figure 6.2. Overview of Boolean FHE workflow. The red highlight denotes
COATL’s workflow
6.1.2 Compiling Boolean FHE Programs

A common strategy for compiling Boolean FHE programs—as illustrated in beige in Fig-

ure 6.2, and implemented in, for example, HEIR and the TFHE Transpiler [19, 36]—consists
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of two phases: Booleanization, and Lowering. COATL uses these phases as well, so we
discuss each of them at a high level, using the snippet in Figure 6.4a, which adds two en-
crypted 8-bit integers, as a running example. Note that for readability, Figure 6.4 (and the
other code snippets in this chapter) are presented using a simplified syntax that nevertheless
corresponds structurally to the actual frontend MLIR we use (see Section 6.3). In particular,
homomorphic operations are wrapped in a secret block that explicitly captures ciphertext

variables, operates on them as plaintexts, and “yields” the result back as a ciphertext.

Booleanization

The aim of Booleanization is to convert a high-level program into a Boolean circuit. This
transformation preserves high-level plaintext control-flow such as conditional branches and
loops, but converts ciphertext-dependent branches into multiplexed circuits, as is standard
(19, 56, 58]2. Within each (plaintext-dependent) basic block, all encrypted integers are
turned into arrays of encrypted bits, and all supported® operations are converted to their
fixed-bitwidth Boolean counterparts. Finally, we invoke Yosys [22], an open-source circuit
synthesis suite, which performs some standard circuit optimizations on each basic block and
synthesizes an equivalent circuit built out of 3-input lookup tables!. Figure 6.4b shows the
results of Booleanizing the add_ints function. Note that the encrypted integral datatype
(enc<i8>) is implicitly converted to an array of encrypted bits (enc<i1>[8]), and the integer
addition is converted into a sequence of bitwise operations: vO computes the XOR of x[0]
and y[0], v1 computes the carry-out, and v2 computes a three-way XOR between the carry-

in, x[1], and y[1].

21By default, we choose not to fully unroll every loop with plaintext bounds, as this can sometimes result
in very large circuits. However, the programmer can, to some extent, control whether specific loops get
unrolled (see Section 6.3.1).

31Currently, the set of supported operations includes integer addition, subtraction, multiplication, common
bitwise operations, and comparison.

41Yosys is also capable of instead synthesizing the circuit out of standard Boolean logic gates such as
AND/OR/XOR/NOT. This usually results in larger circuits with more gates, and therefore worse perfor-
mance.
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Lowering

The lowering pass converts an optimized boolean circuit represented via lookup tables
into C++ code that invokes cryptographic primitives in our chosen FHE backend, OpenFHE
[37]. Similar to Booleanization, this pass preserves all the control flow present in the original
circuit, so the generated C++ may contain branches on plaintext values and loops with plain-
text bounds. Figure 6.4c¢ shows the results of lowering the Booleanized add_ints function.
Note that a single 1ut operation gets lowered into a sequence of cryptographic primitives

that:
1. Build the lookup table for bootstrapping
2. Prepare the input to the lookup table by computing x[0] * 2 + y[0]

3. Evaluate the lookup table to bootstrap the input and compute the XOR

6.1.3 Doing Better with COATL

;8 vo
§g_:ﬂ_vo
vl
Arith:
1,1,2,2 v2
x1 v2 x1 00110010
yl yl
(a) Schematic of Figure 6.4c (b) Schematic of Figure 6.5b

Figure 6.3. COATL merges the AND with the XOR3 to produce a smaller circuit

As depicted by the red highlight in Figure 6.2, COATL adds a Merging pass to its
otherwise standard Boolean FHE compilation pipeline. The goal of this pass is to reduce
the total number of lookup tables in the circuit by finding dependent sequences of gates
that can be replaced by a single gate with a higher fan-in. If the resulting fan-in is greater

than 3, this pass is also responsible for determining the appropriate linear combination to
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apply to the inputs before indexing into the new lookup table. We save the details of how
sequences of gates are identified to be merged, and how the appropriate linear combinations
are determined, for Section 6.2.

In the example in Figure 6.4b, this pass recognizes that the two gates that compute v1
and v2 can be replaced by a single gate that operates on x[0], y[0], x[1], y[1] and
directly produces v2, as shown in Figure 6.5a. This process is also shown pictorially in
Figure 6.3. In the example, since v1 has no more uses after merging, it is safe to delete, and
hence the total number of gates in the circuit decreases. Section 6.2 more carefully addresses

the general case.

6.2 Building Circuits with Arithmetic LUTs

The primary motivation behind the optimizations COATL does is to produce circuits
with fewer gates® that each implement more complex logic. At a high level COATL does
so by identifying sequences of computations that can be “merged” into a single gate. The
gates that result from merging generally have higher fan-ins, since they compute functions
over more inputs simultaneously. A priori, a boolean gate with N inputs requires a truth
table with 2V rows, with one row for every possible input configuration. The size of CGGI
lookup tables is constrained by the encryption parameters used; our default parameter set
yields 8-row (N = 3) lookup tables. This presents a problem: How do we encode a gate with

more than three inputs using a fixed-size lookup table?

51We distinguish between gates, which are abstract units of computation that represent specific functions, and
(arithmetic) lookup tables (or arithmetic LUTSs), which are concrete implementations of gates as described
in Section 6.2.1. Similarly, we distinguish between inputs (the formal parameters to a gate) and input
configurations (the sequence of boolean values used in a particular invocation). We use the term truth table
to refer to a lookup table with power-of-two coefficients.
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fn add_ints(x: enc<i8>, y: enc<i8>) -> enc<i8>
{
let z: enc<i8> = secret(x: i8, y: i8) -> i8 {
yield x + y;
I

return z;

(a) High-level source

fn add_ints(x: enc<il>[8], y: enc<il>[8]) -> enc<il>[8]
{
let z: enc<il>[8] = secret(x: i1[8], y: i1[8]) {
let result: i1[8];
// v0 = z[0] XOR y[0]
let vO: i1l = lut(x[0], y[0], Ob0110);
// vl = z[0] AND y[0]
let v1: i1 = lut(x[0], y[0], Ob1000);
// v2 = z[1] XOR y[1] XOR v1
let v2: i1 = lut(x[1], y[1], vi, 0b10010110);

result [0]
result[1]

vO;
v2;

yield result;
};

return z;
(b) After Booleanizing
fn add_ints(cc: openfhe.BinContext,

x: openfhe.ctxt[8],
y: openfhe.ctxt[8]) -> openfhe.ctxt[8]

{
result: openfhe.ctxt[8];
let vO: openfhe.lut = cc.make lut(6);
let vl: openfhe.ctxt = cc.mul_const(x[0], 2);
let v2: openfhe.ctxt = cc.add(y[0], v1);
let v3: openfhe.ctxt = cc.eval_lut(v2, vO0);
result[0] = v3;
return result;
}

(c) Lowered to OpenFHE

Figure 6.4. Adding two encrypted 8-bit integers
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fn add_ints(x: enc<il>[8], y: enc<il>[8]) -> enc<il>[8]
{
let z: enc<il>[8] = secret(x: i1[8], y: i1[8]) {
let result: i1[8];
let vO: il = arith_lut(
inputs={x[0], y[0]},
coeffs={2, 1}, lut=0b0110);
let v2: il = arith lut(
inputs={x[1], y[1], x[0], yl[0]},
coeffs={2, 2, 1, 1}, 1ut=0b01001100);

result [0]
result[1]

vO;
v2;

yield result;
s

return z;
(a) The result of merging v1 and v2
fn add_ints(cc: openfhe.BinContext,

x: openfhe.ctxt[8],
y: openfhe.ctxt[8]) -> openfhe.ctxt[8]

{
result: openfhe.ctxt[8];
let v4: openfhe.lut = cc.make lut(76);
let v5: openfhe.ctxt = cc.add(x[1], y[1]);
let v6: openfhe.ctxt = cc.mul_const(vh, 2);
let v7: openfhe.ctxt = cc.add(x[0], y[0]);
let v8: openfhe.ctxt = cc.add(v2, v3);
let v9: openfhe.ctxt = cc.eval_lut(v8, v4);
result[1] = v9;
return result;

}

(b) Lowering arithmetic LUTs

Figure 6.5. Applying COATL to the booleanized circuit in Figure 6.4b
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6.2.1 Arithmetic LUT Formalism

xr Yy z|lk=x+y+z

r y z|xVyVz 0O 0 o0 0

0 0 0 0 0 0 1 1 k| yg

0 0 1 1 0 1 0 1 0] 0

0 1 0 1 0 1 1 2 = 1] 1

0 1 1 1 1 0 0 1 21

1 0 0 1 1 0 1 2 311

1 0 1 1 1 1 0 2

1 1 0 1 1 1 1 3

1 1 1 1 . . .

(b) Encoding a 3-way OR into a four-output arith-
(a) 3-way OR truth table metic LUT

Figure 6.6. Truth tables can be modeled using arithmetic LUTs

In this section, we develop the notion of an arithmetic lookup table (introduced informally
in Section 6.1) to help answer the question above, and give some basic formalisms.

An R-row, n-input arithmetic lookup table consists of the following data:
« A sequence of R boolean outputs: y = (yo,...,Yr1)
» A sequence of n integer coefficients: a = (ag, ..., a,_1)

where the coefficients are used to map configurations of n inputs (xq,...,2,_1) to one of the

outputs by first computing the index:

k= <Z aixi> mod R

and then returning the corresponding output y,. Arithmetic LUTs strictly generalize the
notion of truth tables for boolean gates, like the 3-way OR shown in Figure 6.6a: Any truth
table can be modeled as an arithmetic LUT with the same outputs, and the coefficient
sequence a = (271 2772 . 21 29) In fact, recall from Section 2.3.3 that this is exactly
how the CGGI scheme encodes boolean gates! The expressivity of arithmetic LUTs, however,
comes from the ability to choose non-power-of-two coefficients. For example, notice that we

can express the same 3-way OR with only four outputs instead of eight, by settinga = (1,1, 1)
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and y = (0,1,1,1) as in Figure 6.6b. In other words, by cleverly choosing appropriate
coefficients, we “compress” the original truth table into fewer rows! This presents a possible
solution to the problem posed at the beginning of the section: if a high fan-in merged gate
can be expressed as an 8-row arithmetic LUT, we can map it to CGGI operations.

For a more complex example, consider the truth table in Figure 6.7 that implements
the boolean function “xg A x1 = x3”. Compressing this into a four-row arithmetic LUT
requires (1) partitioning the input configurations of the original truth table, and (2) finding
the coefficients for a linear combination that perfectly distinguishes the partitions. More

precisely:

1. Any two input configurations in the same partition must also correspond to the same

output

2. Applying the linear combination to two input configurations in the same partition

should yield the same index

3. Applying the linear combination to two input configurations in different partitions

should yield different indices.

(Note that the second and third conditions mean that we could alternatively think of the
coefficients as determining a partition, where two configurations are in the same partition
if their linear combinations are the same.) The highlighted rows in Figure 6.7 show one
such partition, and the corresponding linear combination xy + x; 4+ 3xo. Intuitively, this
“partitioning-via-compression” strategy works by exploiting symmetries. Note that the func-
tion is symmetric in its first two inputs: Since we cannot distinguish between (x¢, z1, z3) and
(21, zg,9) we can, for example, place the configurations (0,1,1) and (1,0,1) in the same
partition, and map them to the same output row. More generally, any set of indistinguish-
able input configurations can be mapped to the same output row of an arithmetic LUT, and
consequently, highly symmetric gates are more likely to be compressible.

Note that while this example compresses an 8-row truth table into a 4-row arithmetic
LUT, with the default parameters COATL can support arithmetic LUTs with up to 8 rows,

and can compress functions with up to 7 inputs (i.e. truth tables with up to 128 rows, though
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not all such truth tables can be compressed). With more inputs per LUT, each arithmetic

LUT can compute more complex functions, and result in fewer LUTs in the overall circuit.

Tog T1 Lo | ToNT1 = X9 g X1 X2 k:$0+$1+3l‘2

Figure 6.7. A truth table can be mapped into a smaller arithmetic LUT by
partitioning its rows, and then finding a linear combination that distinguishes
the partitions

6.2.2 Building Lookup Tables

We can map large truth tables into arithmetic LUTs that fit CGGI’s parameters, but
how do we actually use these LUTs to compute complex functions? Rather than synthesizing
arithmetic LUT circuits from the ground up, COATL makes use of existing infrastructure
that maps functions into circuits built out of traditional boolean gates [21, 22, 36], and
then finds and merges dependent pairs of gates (in which one gate produces an output
consumed by another gate, like A and C' in Figure 6.8a). Consider the example circuit in
Figure 6.8. Merging A and C' naively produces a four-input gate, but if this merged gate can
be compressed into an 8-row arithmetic LUT (as described in Section 6.2.1), then we can
represent the same circuit with only two gates instead of three, as shown in Figure 6.8b. The
remainder of this section describes the procedure for merging a dependent gate pair, and
then synthesizing an arithmetic LUT that encodes the merged gate. Section 6.2.3 discusses

how COATL actually identifies pairs to merge.
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(a) A dependent pair of gates that can be
merged (b) After merging the dependent pair

Figure 6.8. Merging can yield circuits with fewer gates

Given a pair of gates yx, = g1 (21,...,2,) and z = g2 (Y1, . .., Ym) in which the output y;
of g1 appears as one of the inputs to g2, we want to generate a single (merged) gate that
computes z = g1 2 (T1, .-+, Tny Y1,y - - -, Yks - - - » Ym) (Where 7, means that yy is omitted from the
list of inputs). A priori, the combined gate has n+m—1 inputs and therefore requires a lookup
table with 2"t™~! rows to express all possible configurations. Recall from the discussion at
the beginning of this section, however, that except for very small values of m and n, such a
lookup table is rarely expressible with a reasonable set of cryptographic parameters; we need
to compress it into an arithmetic LUT with fewer rows. We break the compression process
into three steps: canonicalization, enumeration, and coefficient synthesis, described below.

Algorithm 4 shows pseudocode for each step.

Canonicalization

Consider the gates ¢ = g1 (a,b) and e = gy (a,c,d). Naively merging these gives e =
g2 (a,a,b, d) which requires a table with 2* = 16 rows. However, since the first two inputs
are always identical, the lookup table does not need a row corresponding to, e.g., (1,0,0,0).
We avoid using these extra rows by “deduplicating” the set of inputs to produce the smaller
e = g12(a,b,d). Note that the deduplicated gate explicitly precludes trying to synthesize
coefficients that can distinguish between these impossible configurations, thus simplifying

the synthesis problem and maximizing the likelihood that synthesis succeeds.
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Algorithm 4: Merging gates into an arithmetic LUT

Algorithm BuildLUT (g1, g2)
deduplnputs <— Canonicalize(gl, g2);
ones, zeros <— Enumerate (g1, g2, dedupInputs);
variables <— {a; : i € inputs};
constraints <— {—R < a; < R : a; € variables};
for o < ones do
for z < zeros do
L L constraints.add(}" a;o; # Y a;z; (mod R));

for o + ones do
L constraints.add(—R < Y aj0; < R);

for z < zeros do
L constraints.add(—R < Y a;z; < R);

if coefficients <— ILPSolve (constraints, variables) then
L return coefficients;

return error;

Enumeration

We start by simulating the two gates being merged on all possible configurations to
produce a set of 2"~ input/output pairs (or fewer, if some inputs were removed in the
preceding step), and then we group the configurations based on their corresponding output
(either a 0 or a 1). This gives a very coarse partition, which will be refined by the synthesized

coefficients in the next step.

Coefficient Synthesis

We query an ILP solver [69] for a sequence of coefficients that determine a partition
which (1) refines the coarse partition from the previous step, and (2) maps into the correct

number of rows. The ILP problem is formulated as follows:

o Integer variables are created to represent the coefficients for each of the n +m — 1

inputs
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» Each coefficient is constrained to be within the range (—R, R), where R is the config-

ured number of rows

o For each configuration, the associated linear combination of the coefficients is con-
strained to be within the range (—R, R), ensuring that each configuration maps to a

valid row in an R-row lookup table

o For each pair of configurations with different outputs, the associated linear combina-
tions of coefficients are constrained to be different mod R, ensuring that each row of
the compressed lookup table can map to a well-defined output (note that this condition
can equivalently be expressed as “two input configurations in the same partition map

to the same output”)

The solver is configured with a 500 millisecond time limit®; if it fails to find a sequence
of coefficients within this limit, the two original LUTs are marked as unmergeable. If the
solver succeeds, the coefficients are directly used to construct the compressed lookup table
as shown in Figure 6.5a. To reduce the number of expensive solver calls we make, results

are cached using the rows of the uncompressed LUT as a key.

-

(a) Before (b) After

=
\ 4

YY

Figure 6.9. Merging a gate with multiple consumers only shrinks the circuit
if all consumers are merged

61 This time limit is safe to set: a spurious UNSAT result affects the efficiency, but not the correctness, of
the generated code. None of our benchmarks run into the 500 ms limit.
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6.2.3 Finding Gates to Merge

Now that we have a mechanism for merging gates to create more complex arithmetic
LUTs, we must design a policy that identifies which gates to merge. We begin this discussion

by restating two important observations made earlier:

1. Merging two gates is only possible if the merged gate can be expressed in a fixed-size
lookup table (i.e. by exploiting symmetries in the inputs). Thus, intuitively, two gates
that compute “simple” functions are easier to merge than two gates that compute

“complex” functions.

2. After merging two gates (a “producer” and a “consumer”), the producer is safe to
delete only if it has no other uses remaining. Thus, a merge is “profitable” if and only
if the producer can be successfully merged into all of its consumers. For example, in
Figure 6.9, if A and C' cannot be merged there is no point in merging A and B. Note
that the CGGI semantics and cost model (Section 2.3.3) mean that the benefits of
a merge do not depend on the actual gates being merged, except insofar as they are

mergeable.

COATL uses a search heuristic that attempts to maximize the number of “mergeable” gates
at every iteration, where a gate is considered mergeable if it can be successfully merged with
all of its consumers (and consequently deleted after merging). Because actually attempting
to perform a merge involves an expensive call to an ILP solver (see Section 6.2.2), we instead
use a “complexity score” based on input arity as a proxy’: intuitively, the fewer inputs a
gate has, the more likely it is to be expressible as a LUT. In each iteration, COATL first
builds a set of candidates consisting of gates whose outputs are only consumed by other
gates (and thus can be merged and then deleted). It then iterates over the candidate set
to find the gate that minimizes the overall increase in complexity after merging with all
its consumers, and then attempts to perform all the merges. If any of the merges are

unsuccessful, they are all rolled back and the gate is removed from the candidate set for

"4In our implementation, gates with between 0 and 3 inputs are “free,” since they can trivially be expressed
with an 8-row table. Gates with up to 5 inputs contribute 1 point to the complexity score, and gates with
more than 5 inputs contribute 2 points.
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the next iteration. Pseudocode for this procedure is shown in Algorithm 5. Note that the
CanBuildLUT procedure call implements the steps described in Section 6.2.2 (in particular,
the call to the ILP solver), and PerformMerge actually updates all the consumers and deletes

the now-unused producer.

Algorithm 5: Merging gates in a boolean circuit

Algorithm MergeGates (circuit)
candidates < {g € circuit.gates : Consumers(g) C circuit.gates};
while candidates # () do
next <— arg Milgecandidates INCreaseInComplexity(g);
candidates = candidates \ {next};
mergedLuts < (;
for ¢ < Consumers(next) do

lut <— BuildLUT (next, c);

if lut = error then

L Go to next candidate;

mergedLuts.add(lut);

| PerformMerge (next, Consumers (next), mergedLuts);

Procedure IncreaseInComplexity(gate, consumers)

old < 3" .cconsumers Complexity (c.inputs);

NeW 4 Y- ceconsumers COMplexity (c.inputs \ gate.output U gate.inputs);
L return new — old

6.2.4 A Small Example

For a concrete example of COATL’s LUT merging procedure, consider the circuit schematic
in Figure 6.3a. Algorithm 5 starts by identifying the AND gate as a candidate for merging,
with the XOR3 gate as its only consumer, at which point we invoke Algorithm 4 to determine
whether the pair can be successfully merged into an arithmetic LUT with R = 8 rows (recall
that the value of R is determined by the encryption parameters and is hence fixed).

Algorithm 4 sets up the ILP problem as follows:
« The deduplicated set of inputs is {zo, yo, 1,91}

 Since there are four inputs, we need four coefficients (ag, a1, as, as)
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o We evaluate the merged function: (x0 AND y0) XOR x1 XOR y1 on all 16 input con-
figurations; ones is the set of all configurations on which the function evaluates to

true, and zeros is the set of configurations on which the function evaluates to false:

— ones = {0001, 0010, 0101, 0110, 1001, 1010, 1100, 1111}

— zeros = {0000,0011,0100,0111,1000,1011,1101,1110}

o For each pair of bitstrings in ones x zeros, we generate an inequality constraint that
prevents these two bitstrings from being mapped to the same row. For example,
the pair (0101, 1000) generates the constraint a; + az # ag. This step generates 64

constraints.

« The sum of every subset of coefficients is constrained to be within the range (—R, R).
This step generates an additional 16 constraints; for example, —R < a9 < R and

—R<ay+a; <R.

We pass the ILP problem constructed above to a solver, which succeeds and returns the
coefficient values (ag, ay, as,a3) = (1,1,2,2). Finally, we use these coefficients to build the

lookup table:

« Each bitstring maps to a particular row of the LUT as determined by the coefficients.

For example, 0110 maps to row a; + as = 3, and 1011 maps to row ag + as + az = 5.

o All the bitstrings that map to a given row of the lookup table are guaranteed to
evaluate to the same value, which we set as the output corresponding to that row. In
our example, rows 2, 3, and 6 map to an output of 1, and the rest map to an output

of 0.

Since the merging COATL succeeded, we delete the original two gates and replace them
with the generated arithmetic LUT a = (1,1,2,2);y = (0,0,1,1,0,0,1,0), as shown in
Figure 6.3b.
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6.3 Implementation Details

COATL is implemented on top of HEIR[36], an MLIR fork that adds various FHE-
specific dialects and passes. The core of the implementation is a single merge-luts pass
that performs the iterative search-and-merge transforms laid out in Section 6.2. This section
discusses details of the rest of the implementation; in particular, we describe how we deal

with unrolling loops, and our code generation strategy.

6.3.1 Unrolling Secret Loops

Recall from Section 6.1.2 that while COATL supports programs with plaintext-dependent
control flow, Booleanization happens at the level of basic blocks, since Boolean circuits do not
have a notion of branching-looping control flow. The programming model for HEIR involves
enclosing regions of computation inside secret blocks to indicate that the operations therein
must be Booleanized; thus, a secret block cannot contain loops. We implement a pass which
runs before Booleanization and ensures this is true by fully unrolling all loops contained inside
secret blocks.

Note that by carefully placing secret blocks, the programmer can control which loops
get unrolled: Compare the snippets in Figure 6.10: by placing the secret block inside
the loop body in Figure 6.10a, the programmer ensures that each iteration of the loop is
Booleanized separately, and the loop appears in the final generated code. By contrast, since
the secret block wraps the entire loop in Figure 6.10b, it is fully unrolled and Booleanized

into a single circuit that computes every iteration®.

6.3.2 OpenFHE Code Generation

COATL targets the OpenFHE [37] backend, a C++ library containing an efficient imple-
mentation of the CGGI scheme. Merged lookup tables are converted into OpenFHE-specific
code by first translating each lookup table into its associated CGGI operations, and then

lowering these operations to HEIR’s OpenFHE dialect. Multidimensional arrays are quite

81We prepared an experiment to investigate the effects of different unrolling choices on efficiency, but the
rolled-loop benchmark triggered an unrelated bug in the HEIR pipeline which prevented us from running it.
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common in the final OpenFHE IR (for instance, encrypted integers are translated into arrays
of encrypted bits, and arrays of integers therefore become two-dimensional arrays), so the
lowering often produces high-level array operations that use broadcasting semantics. We
manually implement these broadcast semantics, and map these high-level operations to our
implementation when emitting C++ code. We choose to not directly handle details like
encryption and decryption, parameter selection, or key generation: Instead, we simply gen-
erate a library that provides efficient implementations of each function found in the original
HEIR. The programmer must then write a “harness” that correctly sets up a cryptographic

context, encrypts the inputs, and then calls the functions provided by this library.

fn sum(nums: enc<i8>[10]) -> enc<i8> {
let mut acc: enc<i8> = nums[0];
for (u32 i = 1; i < 10; i++) {
acc = secret(nums: i8[10]) {
let new_acc: i8 = acc + nums[i];
yield new_acc;
}s
}

return acc;

(a) Loop is not unrolled

fn sum(nums: enc<i8>[10]) -> enc<i8> {

let ans: enc<i8> = secret(nums: i8[10]) {
let mut acc: i8 = nums[0];
for (32 i = 1; i < 10; i++) {

acc = acc + numsl[i];

}
yield acc;

};

return ans;

(b) Loop is unrolled

Figure 6.10. By changing the placement of the secret block, the programmer
can control whether or not the loop gets unrolled.
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6.4 On Scalability
6.4.1 Algorithmic Complexity

ILP Problem Size

Recall from Section 6.2.4 that the size of the ILP problem (i.e. the number of constraints)
depends exponentially on the arity of the gate after merging: an arity of n allows for 2"
possible input configurations, which generates O (4™) total constraints to separate the ones
from the zeros. However, the maximum possible arity of any gate is limited by the number of
rows allowed in a lookup table: indeed, no gate with more than 7 inputs can be successfully
compressed into an 8-row LUT. Thus, once a set of encryption parameters (and consequently,
the maximum LUT size) has been fixed, the size of the ILP problem effectively remains a
constant. Furthermore, in practice, the maximum LUT size is usually fairly small (e.g. 4 or
8), so the ILP problem rarely grows beyond tractable limits. Note, in particular, that the

complexity of a single ILP solver call does not depend on the circuit size.

Overall Complexity

The complexity of COATL’s merging procedure is roughly linear in the number of “edges”
in the circuit: every edge represents a candidate pair of gates to be merged, and potentially
incurs a call to the ILP solver. Furthermore, since COATL uses a “greedy” merging heuristic
(and importantly, never backtracks after deciding to merge a pair of gates), a single edge
is never visited more than once. Finally, since the total number of edges is bounded above
by a constant multiple of the number of gates (in particular, since the input circuit consists
of gates with a fixed arity), COATL’s overall complexity is linear in the size of the input

circuit.

6.4.2 Applying COATL to Subcircuits

Although COATL has an asymptotically linear complexity, a single call to an ILP solver
can still be relatively expensive. Thus, for a sufficiently large input circuit, exhaustively

trying to merge every candidate pair can lead to prohibitively long compilation times.
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To get around this limitation, we note that since gates can be merged independently of
each other, it is always possible “kernelize” by applying COATL to smaller subcircuits in a
larger circuit. Large circuits often contain multiple copies of a smaller kernel, so by applying
COATL to each kernel once and replacing each copy with its optimized version, we no longer

have to visit the entire circuit, and hence can optimize it in sublinear time.

Identifying Subcircuits

A more sophisticated compiler analysis of a given circuit could automatically identify
and extract repeated subcircuits to use in the “kernelization” trick described above. While
we consider this an interesting direction for future research, COATL does not currently
implement this analysis. Instead, it requires the programmer to manually identify a set
of common kernels, use COATL to generate a library of efficient implementations of these
kernels (as described in Section 6.3.2), and then invoke this library to implement their

application. We evaluate the effectiveness of this approach in Section 6.5.4.

6.5 Evaluating COATL

In this section, we evaluate the effectiveness of COATL with the following research ques-

tions:

« RQ1: How do the transformations performed by COATL affect the effi-
ciency of generated code? We compile a number of benchmarks with both COATL
and a baseline compiler which does not include the COATL transformations, and com-

pare the run times of the generated code.

« RQ2: What impact does COATL have on compilation time? We measure the

time taken to compile each benchmark with and without the COATL pass.

« RQ3: How well does COATL scale to larger input sizes? We vary the bitwidths
and input sizes of our benchmarks, and assess the impact this has on our speedups

over the baseline.
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« RQ4: Is kernelization an effective strategy for optimizing larger circuits? We
implement two kernelized versions of 4 x 4 matrix multiplication—one using separate
“add” and “multiply” kernels, and another using a “multiply-accumulate” kernel—and

compare results.

All experiments are performed on a server with AMD Ryzen Threadripper Processor
(128 threads) clocked at 2.9 GHz with 252 GB of RAM. To run the benchmark binaries we
used numactl to isolate runs on a single core with memory allocation restricted to the same

NUMA node.

6.5.1 Efficiency of Generated Code

To assesses the performance impact of optimizations that COATL does, we run it on a
suite of benchmarks and compare the run time of the optimized circuits with the unoptimized
circuits. We do thirty iterations of each benchmark and report the median and speedup of
the runtime. For these runs the ILP solver timeout is set to 500 milliseconds. Because there
is no standard set of binary FHE benchmarks, we implement several classic arithmetic logic
circuits (ADD, MUL) at different bit-widths as well as various algorithms that appear in
MPC literature (PIR, PSI) [51, 52, 70-72] at different input sizes.

Table 6.1. Optimized and unoptimized benchmark run time, in milliseconds

Baseline COATL
Benchmark Run time (ms) Run time (ms) Speedup
add8 331 264 1.25%
add16 684 551 1.24 %
add32 1390 1100 1.26x
mul8 1920 1370 1.4x
mull6é 8830 6670 1.32x
mul32 35800 27900 1.28 %
psi8 25600 18500 1.38 %
psilé 244000 187000 1.3x
pir 3960 2620 1.51x
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We evaluate COATL on the following set of benchmarks:

o ADD: A boolean addition circuit that adds two integers using a carry-lookahead adder.

We evaluate 8-, 16-, and 32-bit adders.

o« MUL: A circuit to multiply two integers represented as booleans. We evaluate 8-, 16-,

and 32-bit multipliers.

o PIR: Private information retrieval. An MPC algorithm that determines whether a
(secret) key exists in a set. We evaluate retrieval from 8-element sets consisting of

8-bit integers.

o PSI: Private set intersection. An MPC algorithm that computes the intersection of two
(secret) sets. Our implementation intersects sets of cardinality 8 and 16, consisting of

8-bit and 16-bit integers, respectively.

mmm Unoptimized (baseline) Bmm Optimized (COATL)
1.2

o o g
o © o

Runtime (Normalized)

S
IS

0.2

0.0
add8 addl6 add32 mul8 mullé mul32 psi8 psil6 pir

Benchmarks

Figure 6.11. Baseline vs COATL run times, normalized to baseline. 95%
confidence intervals are plotted on the bar graph, but they are miniscule.

Each benchmark is written in HEIR’s secret dialect and lowered to OpenFHE C++
code (Section 6.3.2). The C++ code is then compiled and benchmarked. We compare the
run times of COATL- and baseline-generated code in Figure 6.11. The run time numbers are
plotted normalised to the baseline; the absolute run time numbers and the relative speedup

is listed in Table 6.1.
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Table 6.2. Optimized and unoptimized benchmark gate counts
Baseline COATL

Benchmark Reduction
gate count gate count
adds 15 11 73%
add16 31 24 7%
add32 63 50 79%
mul8 87 62 1%
muli6 401 303 76%
mul32 1627 1260 7%
psi8 138 98 1%
psil6 678 526 78%
pir 180 121 67%

We see that COATL consistently produces more efficient circuits than the baseline HEIR
compiler, with speedups ranging from 1.24x to 1.51x. Note that the HEIR implementation
already represents an optimized baseline, as the yosys circuit optimizer merges gates—but
only using traditional Boolean lookup tables. We note that the use of arithmetic LUTs
instead of Boolean truth tables does not result in gates that are more expensive to evaluate:
Indeed, as shown in Tables 6.1 and 6.2, the reduction in gates that COATL achieves is

strongly correlated with improvements in run time.

6.5.2 Impact on Compilation Time

Here, we compare the compilation times for our benchmarks with and without COATL;
the results are shown in Table 6.3. For the baseline, we report the time taken by the entire
HEIR pipeline (from high-level code to an optimized circuit), and the time take to compile
the generated OpenFHE code. For HEIR+COATL, we also report the total amount of time
COATL spends in the solver, accumulated across all solver calls. Note that this number is

a part of the reported HEIR+COATL time, not in addition to it.
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Table 6.3. Compile time statistics (in seconds) of unoptimized vs optimized
benchmarks. Note that the reported COATL time includes the base HEIR
compilation as well as the solver time

Benchmark Baseline (s) COATL (s)

HEIR OpenFHE Total COATL Solver OpenFHE Total
add8 1 3.45 4.45 6 6 3.4 94
add16 1 3.83 4.83 14 12.67 3.82 17.82
add32 1 5.16 6.16 26 25.33 5.26 31.26
mul8 1 5.45 6.45 40 39.03 5.32 45.32
mull6 3 34.08 37.08 218 215.45 34.08 252.08
mul32 13 2177 2190 1311 1298 2054 3365
psi8 4 10.6 14.6 47 42.98 9.87 56.87
psilé 22 1301 1323 191 169.27 1186.56 1377.56
pir 2 12.2 14.2 118 116.11 10.61 128.61

We see that most of the overhead of COATL comes from calls to the ILP solver. Further-
more, for larger benchmarks the overall compilation time is dominated by the time it takes
to compile the generated OpenFHE code; in fact, this time is reduced when using COATL,

because the generated circuits are smaller.

6.5.3 Scaling to Larger Inputs

To evaluate how well the optimization scales to different input sizes, we look at the
speedup data in Table 6.1. The ADD and MUL suite of benchmarks have implemented
programs with 8-, 16-, 32-bit input sizes, and the PSI suite has programs with 8-, 16-bit
input sizes. As we can see from the data in Table 6.1, the speedup remains fairly consistent
for all the three input sizes for ADD, MUL and PSI suites of benchmarks. In case of ADD,
speed up for 8-bit is 1.25, for 16-bit it is 1.24 and for 32-bit it is 1.26. We can roughly say
that the speedup stays consistent. But in the case of MUL and PSI, the speedup goes down
as we increase the input size. This is due to the higher program complexity of MUL and

PSI as compared to ADD.
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Table 6.4. Kernel and Total gate counts of two different kernelizations of
4 x 4 matrix multiply

Kernel gate count Total gate count

Kernel Reduction
Baseline COATL Baseline COATL

ADD+MUL 15487 11+62 6528 4672 1.40x

MAC 100 73 6400 4672 1.37x

Table 6.5. Compilation and running times of kernelized 4 x 4 matrix multiply

Kernel Compilation time (s) Run time (s)
Baseline COATL Baseline COATL Speedup

ADD+MUL 8.5 30.3 151 107.1 1.41x

MAC 7.2 29.1 141 103 1.37x

6.5.4 Kernelization

We implement a 4 x 4 matrix multiplication by kernelizing it two different ways: One
implementation uses an 8-bit adder and an 8-bit multiplier as its kernels, and the other uses
a single “multiply-accumulate” kernel that computes f(z,y,z) = xy + z. Table 6.4 shows
the gate counts of these kernels, as well as the total gate counts of the entire matrix multipli-
cation, and Table 6.5 shows the compilation and running times. We find that the speedups
COATL achieves on kernelized circuits are comparable to those on our other benchmarks.
Furthermore, we note that by kernelizing, COATL is able to optimize much larger programs
at a reasonable compile time cost. When we tried compiling a non-kernelized version of the
matrix multiplication it took about 70x longer than the kernelized version, and resulted
in roughly the same number of gates. Not only does optimizing the circuit take longer, it
creates very large code and creates other problems-the generated C++ code caused gcc to

crash? when trying to compile it, so we were unable to collect timing information.

94This crash is caused by the circuit being huge in general, and not something specific to the code COATL
generates.
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6.5.5 Impact of Solver Timeout

The HEIR compiler framework ships with a solver [69] which we use to solve the ILP
problem described in Section 6.2.2. When profiling COATL’s compilation procedure, we
find that the compilation time is dominated by the time spent in the solver as shown in
Table 6.3. Recall from Section 6.2.3 that the solver is configured with a timeout, and reports
an UNSAT result if it fails to find coefficients within that time. For the evaluations in
Section 6.5.1, the timeout is set to 500 milliseconds. This timeout is sufficient to avoid missing
any optimization opportunities—experimenting with larger timeouts does not produce more-

optimized circuits.
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7. FUTURE WORK

The trouble with having an open mind, of course, is
that people will insist on coming along and trying to

put things in it.

Terry Pratchett, Diggers

This dissertation describes a few problems in the world of privacy-preserving computing,
and shows how the philosophy of compiler cryptosystem co-design can be used to improve
the state-of-the-art for each of them. Having hopefully justified the space as one sufficiently
rich to explore, we conclude by presenting a handful of possible avenues we find interesting

for future research.

7.1 Compiler Cryptosystem Choreography

We have, up to this point, implicitly fixed a particular evaluation protocol for FHE

computations between a client (“Alice”) and an evaluator (“Bob”):
1. Alice and Bob agree on a description of a function to execute (the “circuit”)

2. Alice encrypts all her private inputs using some homomorphic scheme, and sends the

ciphertexts to Bob, along with her public inputs in plaintext

3. Bob uses the homomorphic scheme to evaluate the circuit over his and Alice’s public

and private inputs, and sends the (ciphertext) result back to Alice
4. Alice decrypts the final result

In particular, we have made two key assumptions about the computation being performed:
First, that Alice’s security policy can be fully captured by merely defining which of her
inputs should be private; Second, that Bob must compute the entire circuit in “one shot”
before sending the results back to Alice (i.e. that the protocol must be “non-interactive”).
In this section, we argue that this perspective, while valuable for simplifying discussions

and for capturing some common use-cases of FHE, leaves some interesting opportunities on
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11

the table. For instance, consider the following snippet in which Bob receives two encrypted
integers from Alice, homomorphically computes the maximum to branch on, then sends the

result of evaluating one of two expensive functions (f and g) back to Alice:

let x = recv_ctxt(Alice);
let y = recv_ctxt(Alice);
let z = max(x, y);

if (z < 10) {
// Some ezxpensive computation
let w = f(z, x);
} else {
// Some other ezxpensive computation
let w = g(z, y);
}

send(Alice, w);

The usual evaluation strategy described above forces Bob to evaluate both f and g and then
use something like a multiplexer to assign w. However, in practice, we often have more
nuanced security policies. Alice might, for example, be okay with z = max(x, y) being made
public, despite x and y being private!. We can take advantage of this policy by inserting an
interactive reveal operation, in which Bob sends a ciphertext computing maz(z,y) (together
with a proof that the ciphertext does indeed compute max(zx,y)) to Alice, who decrypts it

and sends back the plaintext z:

14Such complex policies are common when performing computations over sensitive personal data, where
some function of the personally identifiable information might be legal to leak; Another example is z = H(x)
where H is some cryptographically secure hash function.
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let x = recv_ctxt(Alice);

let y = recv_ctxt(Alice);

let z = reveal(Bob, max(x, y));

if (z < 10) {

let w = f(z, x);
} else {
let w = gz, y);

}

send(Alice, w);

Adding this interactive round obviously does not change the semantics of the program; nor
does Bob knowing the plaintext value of z violate the security policy. However, it does have
an impact on performance, since Bob no longer has to perform the comparison (z < 10)
homomorphically, and thus can avoid evaluating one of f or g!

This example naturally leads to the following research question: How do we best take
advantage of a more precise security policy by relaxing our protocol to allow for interactivity?
While this appears trivial for the example above, we can readily find programs in which it is
not; For instance, consider the program below, together with a security policy in which the

result of z < 10 is allowed to be leaked:

let x = recv_ctxt(Alice);

if (x < 15) {

let y = £(x);
} else {
let y = g(x);

}
send(Alice, y);

Although the condition x < 10 never appears, and thus cannot be explicitly leaked, we can

first transform the program as follows by inserting a new branch:
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let x = recv(Alice);
if (x < 10) {
let vy = f(x);
send(Alice, y);
} else {

// The original program.. .

and then reveal x < 10 via an an interactive round. The new program is still correct because
r < 10 = x < 15, but by revealing the result of the first branch Bob can, in some
cases, avoid computing g altogether. Indeed, in general, fully exploiting the security policy
may require significantly changing the control flow- and dataflow-structure of the original
program.

In fact, we can imagine taking this a few steps further still: Rather than restricting
Alice to merely decrypting ciphertexts and sending them back to Bob, we can ask her
to perform arbitrary local computations, over both her own inputs and explicitly revealed
intermediates, before sending the results back to Bob. In the limit, we could imagine a
compilation model in which we generate, not only efficient circuits and cryptosystems, but

entire bespoke choreographies, precisely tailored to each application and security policy!

7.2 Bootstrapping-Aware Compilation

Our work so far has primarily dealt with the computational content of a program; i.e.,
our circuits consist only of operations that correspond to some computation on plaintexts,
like adding/multiplying ciphertexts, evaluating a lookup table, or rotating a vector. In this
section, we expand our focus to also consider bootstrapping.

Recall from Section 2.3.2 that bootstrapping is a ciphertext maintenance operation: It
is effectively a “no-op” on the underlying encrypted value, but it performs some useful side-
effect, in this case, resetting the ciphertext level. Bootstrapping, while generally the slowest

operation in any FHE scheme, is crucial for larger applications that require more levels than
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are available with a reasonable set of encryption parameters; Thus, the problem of how to
optimize bootstraps is the subject of much modern FHE research.

Compiler techniques that deal with bootstrapping typically start with an optimized cir-
cuit and then solve a graph problem to determine the optimal places to insert bootstraps.
These techniques often have to make some simplifying assumptions to model the semantics of
bootstrapping, but perform reasonably well under these assumptions, and crucially, prevent
the programmer from having to explicitly reason about bootstraps.

The cryptography community takes a different approach entirely, instead developing novel
kinds of “functional” bootstrapping that, instead of being a no-op on plaintext values, are
actually capable of performing some limited computation at the same time (in fact, the
programmable bootstrapping used to implement the lookup tables in Chapter 6 is exactly
an instance of this!) As was already true in Chapter 6, and is even more true for the more
limited kinds of functional bootstrapping supported in othe FHE schemes like BFV, using
these bootstrapping operations efficiently is a difficult task for non-experts, so we tend to
see them in bespoke protocols rather than as targets of compilation.

Applying the philosphy of compiler cryptosystem co-design, we arrive at a natural re-
search question: What does a compiler look like that reasons about bootstrapping at every
step of the pipeline, rather than at the end? In other words, instead of placing bootstraps
into an already-optimized circuit, can we make different optimization decisions based on
what might yield better bootstrap placements? Can we “restructure” computations in a way
similar to COATL, so that natural functional bootstrapping points line up with compatible

operations in the circuit?
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